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Abstract—This paper systematically investigates the novel idea
of applying the next generation wireless technology, cognitive radio
network, for the smart grid. In particular, system architecture, al-
gorithms, and hardware testbed are studied. A microgrid testbed
supporting both power flow and information flow is also proposed.
Control strategies and security considerations are discussed. Fur-
thermore, the concept of independent component analysis (ICA) in
combination with the robust principal component analysis (PCA)
technique is employed to recover data from the simultaneous smart
meter wireless transmissions in the presence of strong wideband
interference. The performance illustrates the gain of bringing the
state of the art mathematics to smart grid.

Index Terms—Cognitive radio, grid control, ICA, microgrid, ro-
bust PCA, security, smart grid, testbed.

I. INTRODUCTION

I N THE FIRST issue of these TRANSACTIONS [1], the edito-
rial points out that “In a nutshell, smart grid amounts to pro-

viding an Internet Protocol (IP) address to every device that is
connected to the electricity grid.” The presence of an IP address
enables a two-way communication mechanism between con-
sumers and providers. Roughly speaking, the smart grid will: 1)
reduce blackouts; 2) promote renewable energy usage; 3) give
families more control over their energy diet. The motivation of
this paper is to address items 2 and 3, by studying the interde-
pendencies of critical infrastructure in power and communica-
tions. In particular, a microgrid testbed is studied.
The advent of cognitive radio [2] is inevitable. The Moore’s

law ruthlessly drives computing faster and cheaper. Software
defined radio reflects this trend. However, the combination
of field programmable gate array (FPGA) and digital signal
processor (DSP) hardware is still too expensive. Is the gen-
eral purpose computing on graphics processor unit (GPGPU)
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promising? Ultimately, artificial intelligence and machine
learning will become the “brain” of the cognitive radio—ar-
guably any machine. How to put “cognition” into the cognitive
radio network is paramount at this moment. Experimental
knowledge is essential to dispel the fictional notion about
cognitive radio. What is cognitive radio? Obviously, cognitive
radio includes dynamic spectrum access (DSA) as a special
case. “Adaptive systems” may be a good alternative acronym
for “cognitive systems”—elusive for some people—in today’s
technology.
The ever increasing demand on remote sensing capabilities

directly conflicts with the accelerating awareness of loss of
spectrum allocation. The FCC recommends spectrum policy
that makes 500 megahertz (MHz) of spectrum newly available
for broadband within 10 years, of which 300 MHz should be
made available for mobile use within five years. The need
for dynamic spectrum access using cognitive radio [2] is real
and immediate. The following paper series [3], [4] attempts to
bring together wireless communications with remote sensing,
especially radio frequency tomography.
The ultimate goal is to have integrated sensing, communi-

cation and computation systems, for various applications in-
cluding the smart grid.

A. Secure Communications in Smart Grid

Among the five identified key technology areas in smart grid,
“the implementation of integrated communications is a foun-
dational need,” according to [5]. The smart grid in the near fu-
ture will be required to accommodate increased demands for im-
proved quality and energy efficiency. Solar and wind farms are
joining in for power generation in a distributed fashion. Appli-
ances will become smart and talk to the control centers for op-
timum operations. Monitoring, managing, and controlling will
be required at all levels. Prediction of electricity prices, weather,
and social/human activities will be taken into account for op-
timum control. The addition of these new elements will result in
continuously increasing complexity. In order for different sub-
networks or elements to be integrated into the smart grid seam-
lessly, a communication backbone has to be developed prior to
adding various functions. Hence, the earlier the communication
backbone is determined, the lesser the complications that would
be faced later in building the grid.
Although there have been many discussions on how to build

the communication network for the smart grid, it is desirable
to adopt existing communication standards. However, different
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from generic communication requirements, end-to-end security
and reliability are even more critical in smart grid communica-
tions [6]. According to the Department of Energy (DoE), one
of the critical challenges and opportunities lying ahead is in-
creasing resilience, robustness, and security of the energy in-
frastructure. Security in the smart grid may be generalized into
two main areas—physical-layer and cybersecurity. In contrast
to cybersecurity that has been addressed intensively, there is
a large room to improve physical-layer security, especially for
wireless communications. For example, traditional spread spec-
trum techniques enhance security at the physical layer.
On the other hand, latency for time-sensitive data in the smart

grid has to be carefully considered. According to [7], a tolerance
of a maximum latency of 6 cycles, or 100 ms, can be used as a
benchmark for transmitting time-sensitive data. In other words,
to deliver time-sensitive data, dedicated low-latency communi-
cation links are required. The overall smart grid communication
network is a combination of different subnetworks with each
aiming at a certain set of requirements. Cognitive radio in the
white spaces (e.g., unused local TV broadcast spectra) can be
adopted to implement the dedicated low-latency communica-
tion links.

B. Related Work

The idea of using cognitive radio in the smart grid appears to
be proposed in the literature, for the first time, in [8]–[11]. In
particular, one of the three objectives of the submitted proposal
[8] in 2009 is “apply the proposed network testbed for the smart
grid.” The two-page white paper [12] is undated and was not
brought to our attention (through Qiu’s student) until June 2010.
A cognitive radio network testbed is being built at TTU. Ref-

erence [11] is the first paper that captures the overall picture of
this project—that may last at least for another 3–4 years. The
scope and the philosophy of this project are reported there.
A lot of future applications are network-centric. The design

of this testbed has taken into account the following applications.
• Cognitive networking: What is the cognitive radio?
• Smart grid: Cognitive radio enhances the network secu-
rity—the central challenge in smart grid.

• Radiofrequency tomography imaging: The low-cost net-
work has revolutionized remote sensing, e.g., through-wall
imaging.

C. Main Contributions

In this paper, the application of the fifth generation (5G) wire-
less technology, namely cognitive radio network, to the next
generation energy grid, the smart grid, has been addressed sys-
temically for the first time.
Since the smart grid is a newly developed research topic,

references and literature on using communication testbeds for
smart grid are very less. In the area of wireless communica-
tions, cognitive radio is an emerging technique. The essence
of cognitive radio is the ability of communicating over unused
frequency spectrum adaptively and intelligently. A testbed for
cognitive radio networks will not only answer the questions that

simulations cannot answer, but also reveal more practical prob-
lems for further research. The capability of cognitive radio en-
ables the smart grid, in many aspects, including security. With
minimal modifications to software, a cognitive radio network
testbed can also be used for the smart grid. Recently, there is a
trend of using TV band white space for the smart grid. Cognitive
radio is the most suitable wireless communications technology
using the white space.
The major concerns on hardware platforms for cognitive

radio networks are computing power and response latency. Our
proposed architecture addresses these two concerns. Cognitive
radio introduces “intelligence” beyond software defined radio
(SDR), like detection and learning algorithms, which means
cognitive radio requires much more computing power than
SDR. This enhanced computing power and reduced response
latency will enable enhanced (distributed) security.
A critical requirement for the smart grid is to enable accu-

rate recovery of the smart meter wireless transmissions at the
central node or access point (AP). One of the impending chal-
lenges in this objective is the robustness of the data recovery in
the presence of strong wideband interference, due to easy ac-
cess of the wireless data to any attacker, and inadequacy of ex-
isting physical layer security measures. In this paper, a novel
approach of applying a complex independent component anal-
ysis (ICA) technique [13] to smart meter data recovery is pro-
posed, in combination with the recently developed robust prin-
cipal component analysis (PCA) algorithm [14] for interference
cancellation and security enhancement.
For the feasible implementation of the power system to sup-

port the research on the smart grid, a microgrid testbed is pro-
posed together with the potential system model. The microgrid
testbed will include various distributed energy resources, dif-
ferent power loads or appliances, and control modules. Layered
and hybrid control strategy will be explored in the microgrid to
coordinate power generation and power consumption. In order
to secure the microgrid, information security for the informa-
tion flow and autonomous recovery for the power flow are the
key issues. Besides, control or optimization with uncertainty is
taken into account, because the microgrid is a dynamic complex
system and many of the variables in the corresponding control
or optimization issue cannot be deterministic or known for sure.
Thus, robust control and stochastic control are explored. Robust
control can guarantee the worst case performance, which will
make the microgrid stable and reliable.

II. COMMUNICATION TESTBEDS FOR SMART GRID

A. Hardware Platforms for Cognitive Radio Networks

There have been some wireless network testbeds, such as the
open access research testbed for next-generation wireless net-
works (ORBIT) [15] and the wireless testbed developed by Uni-
versity of California, Riverside [16]. Some common features
of those wireless network testbeds are summarized as follows.
First, the nodes in the networks are developed based on com-
puter central processing units (CPUs). Second, the nodes use
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Fig. 1. USRP2 with WBX RF daughterboard.

802.11 Wi-Fi network interface cards for wireless communica-
tions. These network testbeds may work well for evaluating al-
gorithms, protocols, and network performances for Wi-Fi net-
works. But they are not suitable for cognitive radio networks,
due to their inherent lack of wide-band frequency agility.
Recently, Virginia Tech developed a testbed for cognitive

radio networks with 48 nodes [17], which is an significant
achievement in this area. Each node consists of three parts:
an Intel Xeon processor-based high-performance server, a
Universal Software Radio Peripheral 2 (USRP2), and a custom
developed radiofrequency (RF) daughterboard that covers a
continuous frequency range from 100 MHz to 4 GHz with
variable instantaneous bandwidths from 10 kHz to 20 MHz.
The node is easily capable of frequency agility. However, as
the authors mentioned, the drawbacks of the node are twofold.
First, it is not a low-power processing platform. Second, it is
not capable of mobility.
Regardless of the kind of cognitive radio network testbed, it

is composed of multiple nodes. There exist some commercial
off-the-shelf hardware platforms designed for SDR that may be
used for building the nodes for cognitive radio networks.
1) Universal Software Radio Peripheral 2: USRP and

USRP2 provided by Ettus Research are widely used hardware
platforms in the area of SDR and cognitive radio. USRP2 is
the second generation of USRP, and it became available in
2009 [18]. USRP2 consists of a motherboard, and one or more
selectable RF daughterboards, as shown in Fig. 1.
The major computation power on the motherboard comes

from a Xilinx Spartan-3 XC3S2000 FPGA. The motherboard is
also equipped with a 100 MSPS 14-bit dual channel analog-to-
digital converter (ADC), a 400 MSPS 16-bit dual channel dig-
ital-to-analog converter (DAC), and a gigabit ethernet port that
can be connected to a host computer. There are some RF daugh-
terboards available for USRP2. Among them, a newly devel-
oped RF daughterboard called WBX covers a wide frequency
band of 50 MHz to 2.2 GHz, with a nominal noise figure of 5–7
dB.
Signals are received and down-converted by USRP2, and

its RF daughterboard. Subsequently, they are sent to a host
computer for further processing through the gigabit ethernet.

Fig. 2. SFF SDR DP with low-band tunable RF module.

Most of the processing work is done by the host computer. Data
to be transmitted are sent from the host computer to USRP2
through the same gigabit ethernet, before they are up-converted
and transmitted by USRP2 and its RF daughterboard.
A major advantage of USRP2 is that it works with GNU

radio [19], a open source software with plenty of resources for
SDR and a lot of users, which simplifies and eases the usage
of USRP2. On the other hand, USRP2 is not perfect. First,
the gigabit Ethernet connecting USRP2 and its host computer
introduces random time delays. The operating system on the
host computer may also introduce random time delays. Ac-
cording to our measurement, the response delay of USRP2 is in
the range of several milliseconds to tens of milliseconds [20].
Such random response delay may be acceptable for half-du-
plex communications. However, in cognitive radio networks,
full-duplex communications are desired and random response
delays may deteriorate the performance of cognitive radio
networks. Second, USRP2 is usually used together with GNU
radio that runs on a host computer. When the instantaneous
bandwidth of USRP2 increases, the CPU on the host computer
gets much busier. Therefore, a multicore CPU is desired,
similar to what Virginia Tech has done to their network testbed.
When the instantaneous bandwidth of USPR2 becomes wider,
and the processing tasks on GNU radio becomes much more
complex, a common CPU may not be competent enough for
real-time processing.
2) Small Form Factor Software Defined Radio Development

Platform: The small form factor (SFF) SDR development plat-
form (DP) provided by Lyrtech in collaboration with Texas In-
struments (TI) and Xilinx is a self-contained platform consisting
of three separate boards: digital processingmodule, data conver-
sion module, and RF module, as shown in Fig. 2 [21]–[23].
The digital processing module is designed based on

TMS320DM6446 system-on-chip (SoC) from TI and Virtex-4
SX35 FPGA from Xilinx. The TMS320DM6446 SoC has
a C64x+ DSP core running at 594 MHz together with an
advanced RISC machine (ARM9) core running at 297 MHz.
The digital processing module also comes with a 10/100 Mbps
Ethernet port. The data conversion module is equipped with a
125 MSPS 14-bit dual channel ADC and a 500 MSPS 16-bit
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Fig. 3. WARP FPGA board with two radio boards.

dual channel DAC. It also has a Xilinx Virtex-4 LX25 FPGA.
The low-band tunable RF module can be configured to have
either 5 MHz or 20 MHz bandwidth with working frequencies
of 200–1050 MHz for the transmitter, and 200–1000 MHz for
the receiver. The nominal noise figure of this RF module is 5
dB. Other frequency bands may be covered by several other
RF modules.
There are two favorable features of SFF SDR DP for cogni-

tive radio networks. One is that SFF SDR DP is in small form
factor and can be moved easily. The other is that it is capable
of supporting full-duplex communications. However, there are
also two technical drawbacks of using it to build nodes for cog-
nitive radio networks. One drawback is that its computing ca-
pacity is fixed, and it is not easy to upgrade to meet the demands
of cognitive radio networks. The other drawback is the response
time delay. According to our measurement, the response delay
of SFF SDR DP is about tens of milliseconds, and the delay is
constant [20]. Such a nontrivial delay is undesirable for cogni-
tive radio networks, since it may deteriorate the performance.
SFF SDR DP can be viewed as an example of independent

hardware platforms, whereas USRP2 is an example of com-
puter-aided hardware platforms. A comparison between the two
hardware platforms has been reported in [11].
3) Wireless Open-Access Research Platform: The wireless

open-access research platform (WARP) developed by Rice Uni-
versity consists of an FPGA board, and one to four radio boards
[24], as shown in Fig. 3. The second generation of the FPGA
board has a Xilinx Virtex-4 FX100 FPGA and a gigabit eth-
ernet port [25], [26]. The FPGA can be used to implement the
physical layer of wireless communications. There are PowerPC
processors embedded in the FX100 FPGA that can be used to
implement media access control (MAC) and network layer. The
radio board incorporates a dual-channel 65 MSPS 14-bit ADC,
and a dual-channel 125 MSPS 16-bit DAC, covering two fre-
quency ranges of 2400–2500 MHz and 4900–5875 MHz, with
a bandwidth of up to 40 MHz.
WARP platform is also a small form factor independent hard-

ware platform, which is attractive for building the nodes of cog-
nitive radio networks. The second advantage of using WARP is
that both the physical layer and MAC layer can be implemented

Fig. 4. Sora radio control board.

on one FPGA, which may simplify the board design, compared
to an “FPGA + DSP/ARM” architecture. Hence, time delays
introduced by the interface between FPGA and DSP/ARM can
be reduced. However, according to [26], the Virtex-4 FPGA on
WARP is not powerful enough to accommodate both transmitter
and receiver functions at the same time. Thus, full-duplex com-
munications desired by cognitive radio networks cannot be im-
plemented using just one WAPR platform.
4) Microsoft Research Software Radio: Microsoft research

has developed a Software radio (Sora) platform [27]. Sora is
composed of a radio control board (RCB), and a selectable RF
board, and it works with a multicore host computer. The RCB
is shown in Fig. 4.
The RCB contains a Xilinx Virtex-5 FPGA, and it interfaces

with a host computer through a peripheral component intercon-
nect express (PCIe) interface at a rate of up to 16.7 Gbps. Ac-
tually, RCB is an interface board for transferring digital signals
between the RF board and computer memory. The RF board
can be a WARP radio board. Processing work including phys-
ical layer and MAC layer is done on the host computer.
Sora is a computer-aided platform. The main advantage of

using Sora is that it provides a high-throughput interface be-
tween RF boards and a host computer. However, since pro-
cessing work burdens the host computer, the host computer has
to be very powerful to support all the functions running in real
time. On the other hand, multicore programming and debugging
with speedup tricks is not easy. Moreover, implementing full-
duplex communications on one host computer is challenging.
Obviously, a host computer (or server) installed with Sora lacks
mobility.

B. Proposed Testbed for Cognitive Radio Networks and Smart
Grid

All of the above four hardware platforms are designed for
SDR. Two of them connect to a host computer where major pro-
cessing work is done. The other two are stand-alone hardware
platforms. From the aspect of mobility, stand-alone platforms
are preferable for building the nodes of cognitive radio net-
works, whereas from the aspect of software development, com-
puter-aided hardware platforms are more practical, since soft-
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ware development and debugging on a host computer is gener-
ally easier. In [28], a compromise between the above two kinds
of hardware platforms is suggested. The authors recommend
performing time-critical tasks in the FPGA, and split MAC de-
sign with host and FPGA implementations.
However, to the best of our understanding, compared to the

hardware platforms for SDR, the major concerns on hardware
platforms for cognitive radio networks are computing power
and response time delay. Cognitive radio introduces “intelli-
gence” beyond SDR, like detection and learning algorithms,
which means cognitive radio requires much more computing
power than SDR. A hardware platform with ample and upgrad-
able computing power is desired for building cognitive radio
testbeds. On the other hand, the desired hardware platform
should have minimum response time delay. If the response time
delay is large, the throughput of cognitive radio networks will
seriously degrade. Moreover, full-duplex communications for
the desired hardware platforms is preferable.
Unfortunately, none of the existing off-the-shelf hardware

platforms can meet the above requirements at the same time.
They are originally designed for SDR, instead of cognitive radio
networks. It is imperative to design a new hardware platform for
building the nodes of cognitive radio networks.
1) Proposed Motherboard for Hardware Platforms: We pro-

pose an architecture for the motherboard of the proposed hard-
ware platform. Regarding the RF front-end, existing RF boards
from WARP or USRP2 can be reused to interface with the pro-
posed motherboard. Therefore, one proposed motherboard, and
one or more RF boards constitute one proposed hardware plat-
form.
Fig. 5 shows the proposed architecture of the first gener-

ation motherboard and its major components. Two powerful
FPGAs, i.e., a Virtex-6 FPGA and a Virtex-5 FX FPGA, are
employed as core components on the motherboard. All the func-
tions for physical layer and MAC layer are implemented on the
two FPGAs, and no external host computer is required. The pro-
posed hardware platform is stand-alone, thus it has good mo-
bility. The Virtex-5 FX FPGA has PowerPC cores that are dedi-
cated for implementing theMAC layer. Physical layer functions
including spectrum sensing are implemented on the two FPGAs.
The Virtex-5 FPGA is used for the transmitting data path, and it
is connected to one or two RF boards as well as a gigabit ethernet
port. The Virtex-6 FPGA is dedicated for the receiving data
path, with connections to one or two RF boards and an extension
port. The extension port can be used to connect with external
boards to gain access to additional computing resources. The
two FPGAs are connected together by a high-throughput low-la-
tency onboard bus. Both of the FPGAs have access to their own
external memories. The use of two FPGAs is a trade-off between
performance and cost.
The proposed motherboard can provide enough and upgrad-

able computing resource for cognitive radio networks. In addi-
tion, the time delays between the two FPGAs are trivial. More-
over, full-duplex communications are supported by one pro-
posed motherboard with two or more RF boards.
2) Proposed Functional Architecture for Building Nodes for

Network Testbeds: Based on the proposed motherboards and
off-the-shelf RF boards, nodes for network testbeds can be im-

Fig. 5. Architecture of the proposed motherboard for hardware platforms.

Fig. 6. Proposed functional architecture for the nodes.

plemented using the following proposed functional architecture,
as shown in Fig. 6.
The hardware abstraction layer (HAL) is a packaged interface

for upper-level functions that screens hardware-specific details.
It provides data interfaces to both receiving data path and trans-
mitting data path, as well as an access interface to other hard-
ware-specific resources on the hardware platform. The spectrum
and channel manager manages all the spectrum and channel re-
lated resources, including links, frequencies, and modulation
methods. There are several functional modules interfaced with
the spectrum and channel manager. The spectrum detection and
prediction module provides the information regarding the avail-
ability of some frequency bands. The decision making module
utilizes decision algorithms to make decisions such as which
channel will be used, and when it will be used. More learning al-
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Fig. 7. Proposed network testbed.

gorithms can be implemented as an independent module to learn
and reason from the inputs. The geolocation module outputs the
latitude and longitude of the node. The spectrum and channel
manager can use such geolocation information to load prior in-
formation about current location from the knowledge/policy/
data base. The routing manager employs routing algorithms to
select the best route for sending and relaying data packages. The
data manager organizes all the data from upper-level applica-
tions and the data to be relayed. The security manager provides
encryption and decryption to the datamanager, routingmanager,
and spectrum and channel manager. The knowledge/policy/data
base stores prior knowledge, policies, data, and experiences.
After the nodes are built, a network testbed is ready to be

established.
3) Proposed Network Testbed: Multiple nodes constitute a

network testbed. Fig. 7 shows the proposed network testbed. All
the nodes are connected using gigabit ethernet to a console com-
puter through an ethernet switch. The console computer con-
trols and coordinates all the nodes in the network testbed. This
network testbed can be used not only for cognitive radio, but
also for the smart grid. In smart grid applications, nodes of the
network testbed implement microgrid central controllers, smart
meters, or submeters. Adaptive wireless communications are in-
corporated into the nodes, and information can be exchanged
between microgrid central controllers, smart meters, and sub-
meters.
4) Security of the Network Testbed: Where there is informa-

tion, there is a critical need for security. Security is one of the
important issues for the proposed adaptive and reconfigurable
wireless network testbed. The meaning of security is twofold.
First, the data sent out by the nodes should be encrypted, to
prevent unauthorized users from intercepting the data over the
air. However,cryptographic algorithms impose tremendous pro-
cessing power demands that can be a bottleneck in high-speed
networks [29]. The use of FPGAs for cryptographic applications
has become highly attractive [30], [31]. Cryptographic algo-
rithms will be implemented on the two FPGAs on the proposed
motherboard for the nodes of the network testbed. However, for
the network testbed for smart grid, the optimal choice for the
cryptographic scheme is the topic of ongoing research. Second,
the reconfigurable FPGAs in the network testbed should have

the capability of protecting themselves from being invaded or
tampered. In [32], it is pointed out that FPGAs unfortunately
open another door for malicious users to implement the hard-
ware analogue of a computer virus. Moreover, the protection
of the information processed within the FPGAs is discussed in
[33], [34]. For the smart grid, how do the nodes in themicrogrids
prevent their information from being invaded or tampered? This
is an open question for further research.

III. HOST COMPUTER WITH GRAPHICS PROCESSING UNIT AS
COMPUTING ENGINE

The testbed capability can be greatly expanded if a computing
engine is attached. The computing engine can be a host com-
puter which undertakes many tasks including high-computation
oriented tasks. Recently, a computing enhancement technology
called GPGPU emerged in the PC industry. GPGPU refers to a
relatively new method by which the various cores of a graphics
processor unit (GPU) can be utilized for general purpose par-
allel computing [35]. This idea of utilizing GPUs for nongraph-
ical applications first became popular in 2003, but was limited
by the amount of knowledge required to successfully write such
programs. November 2008 saw the introduction of Nvidia’s G80
architecture which brought greater versatility through support
of the C computer language, and a more generalized and pro-
grammer friendly hardware structure [36].
CUDA is both a hardware and software architecture by

Nvidia, which is actually what allows GPUs to run programs
that have been written using C, C++, Fortran, etc. It works by
executing a kernel across several parallel threads [36]. GPUmat
allows standard MATLAB code to run on GPUs. Furthermore,
CULA is a linear algebra library which has been designed
to utilize the NVidia CUDA architecture for computational
acceleration. This library is designed in a manner such that
those with little or no GPGPU programming experience can
take advantage of the parallel computing power offered by
GPGPU. Given the flexibility offered by this product, it would
be advantageous to consider it for use with the test-bed.
The CULA library is compatible with Python, C/C++, For-

tran, and Matlab. When using C/C++, the library is designed
in such a way that the user may simply replace existing func-
tions in the program with those from the library. CULA is de-
signed such that it automatically handles the memory allocation
required with GPGPU programming. This is the most attrac-
tive feature of this software because it allows users who are not
experienced with GPGPU programming to take advantage of
the increased speed it offers. The code is also flexible enough
so that more experienced programmers can manually adjust the
memory allocation for the GPU. Such features are very valuable
to our lab because they allow a diverse set of people to work with
the GPUs, while still retaining the option for more advanced
programming. CULA can also use the Matlab MEX compiler
to compile code from within the Matlab environment, which is
capable of utilizing the GPGPU parallel structure. From the de-
scriptions given, this seems to be very similar to the open source
library GPUmat. Our lab has investigated GPUmat in the past
as a means for GPGPU programming, but it was felt that it still
lacked many of the functions we would require for our work.
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Support for such work is widely available through both pri-
vate industry and online communities. Nvidia hosts forums re-
lating to CUDA. GP-you.org is a free online community which
even offers a toolbox called GPUmat, which is geared specifi-
cally toward utilizing GPU processing with Matlab. CULA of-
fers more functions than GPUmat, and depending on the license
we acquire, even has private support.

IV. MICROGRID TESTBEDS FOR SMART GRID

A microgrid is a localized grouping of electrical sources and
loads. Normally, the microgrid can operate connected to, and
synchronous with the main electrical power grid. However, in
some severe situations, e.g., blackout, electrical outage, low
power quality, and so on, the microgrid can be isolated from
the main electrical power grid [37] and function autonomously.
Compared with the traditional macrogrid, microgrid should
contain distributed generators or distributed energy resources.
Because of independent control strategy and versatile power
sources, microgrid can at least increase the local reliability of
power system, reduce the power loss, maintain the local power
voltage, and enhance power utilization and efficiency.
However, in the current scenario, development of an intelli-

gent microgrid is still in the incipient stages, and there are many
open issues for microgrid from both theory and implementation
considerations. Economic and regulatory issues in microgrid
implementation have been discussed in [38]. An overview of
ongoing research, development, and demonstration projects for
microgrid have been mentioned in [39]. The research activities
in Europe, the United States, and Japan are introduced. Though
the application of distributed energy resources can potentially
reduce the need for traditional power system expansion, con-
trolling a huge number of distributed energy resources leads to
a daunting challenge for operating and controlling the network,
safely and efficiently [39]. The potential role of microgrid in a
wider emerging global electrical energy future has been further
explored in [40]. [40] tried to address the issue whether the mi-
crogrid is a viable paradigm for electricity supply expansion.

A. Microgrid Testbeds

Microgrid is a new model for the power grid with a vision to-
wards operating the utility system as efficiently as possible with
connectivity to real-time data through advanced communica-
tions. First, integrated renewable or distributed energy sources,
like wind, solar, and microturbines, installed in every single
house can support the local loads without or with less exchange
of power with the main electrical power grid, thereby signifi-
cantly reducing power loss in the transmission lines. Second,
intelligent communications and efficient power dispatch solu-
tions provide real-time, reliable interaction with consumers and
markets. Third, battery and inverter technology, such as plug-in
vehicles and energy storage, have been evolving such that a
utility can justify the capital cost of the installation based on
the difference in price, buying energy at night at a low price
and selling it back during peak daytime rates. All these tech-
nologies enable the microgrid to optimize the use of resources,
secure from threads and hazards, and communicate efficiently
between customers and suppliers. For the purpose of demon-
strating and testing the compatibility of intelligent communica-

Fig. 8. Microgrid testbed.

tion methods with renewable energy sources within the micro-
grid, a microgrid testbed is proposed as shown in Fig. 8. One
lab-based smart grid testbed has been reported in [41]. Intelli-
gent power switch hardware is used to control the behavior of
the power grid testbed. Some functions, such as real-time de-
mand response, price driven demand response, disruption re-
silience with self-healing as well as flow balance using multiple
path, are demonstrated [41]. However, we will focus more on
the microgrid testbed and try to make the testbed real, versatile,
and comprehensive.
The microgrid under our investigation consists of

smart houses or smart buildings. There is one smart meter in-
stalled in each smart house. The smart meter is connected to
the main electrical power grid through the medium voltage or
low voltage power distribution network. In order to implement
distributed control, the interconnection among different smart
meters is assumed. In addition, several submeters in each smart
house are affiliated to the corresponding smart meter. These sub-
meters are used to execute the control signaling to the related
power loads and secondary power sources.
Assume for the smart house , there are power

loads or power appliances. The power required for power load
is defined as . means the time when

the energy is consumed by power load . Here the control
resolution is one hour and the control horizon is one day. Hence,

. Furthermore, five parameters ,
, , , and are specified for power load .
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is the total energy needed by power load . and
are the starting time and ending time, respectively, for power
load to consume energy. and are the minimum
and maximum power levels, respectively, for power load to
work properly. Thus mathematically speaking,

(1)

Assume for the smart house , there are sec-
ondary or renewable power sources such as wind turbine, solar
panel, fuel cell, photovoltaic, and so on. The output power of the
secondary power source is dependent on several factors. The in-
tensity of sunlight has an impact on the output power of solar
panel. The strength and direction of wind can influence the capa-
bility of the wind turbine. In addition, there is no dedicated en-
ergy storage for each secondary power source. The output power
of the secondary power source is defined as .
The value of for any , and can be known by statistical
methods.
Assume for smart house , there is one energy storage. For

load variation and supply intermittency, local energy storage
is a promising option for the microgrid, particularly given the
emergence of new battery technologies [38]. The capacity of
energy storage is . The charging rate is , and
the discharging rate is . Correspondingly, the max-
imum charging rate and discharging rate are and

respectively. Thus,

(2)

Furthermore, for energy storage, the charging and discharging
operation cannot be executed simultaneously,

(3)

The efficiency of charging and discharging is . The ini-
tial energy in energy storage is which should be less
than or equal to . Thus,

(4)

and

(5)

In one smart house, if the power generated by the secondary
power sources is larger than the power required by the power
loads, the surplus power will be saved in energy storage for the
future usage. If supply is less than demand, the available energy
saved in energy storage will be used to support the operation
of power loads. Additionally, the smart house can purchase the

power from the main electrical power grid when electrical price
is low, and save it in energy storage.
In order to shift energy consumption, and reduce the peak-to-

average ratio (PAR) in the load demand, the concept of real
time electrical price is introduced to the smart grid. The real
time electrical price is a function of time. The ceiling capacity
of power usage can be reduced by charging higher fees during
peak hours [42]. Furthermore, the electrical price is assumed to
be independent of the amount of energy consumption for each
smart house. hence, the real time electrical price is defined as ,
which is given for the following day control. One solution for
predicting real time electrical price has been presented in [43].
The unit of is dollars per kWh.
Besides smart houses, there is one microgrid central con-

troller, one common energy storage, and common
secondary power sources in the microgrid. These resources are
shared by smart houses within the microgrid. The microgrid
central controller is connected to the main electrical power grid,
the common energy storage, the common secondary power
sources, and smart meters in smart houses. The microgrid cen-
tral controller together with smart meters takes responsibility
of the operation, maintenance, administration, and provisioning
of microgrid. The point of emphasis for the microgrid central
controller is on the performance of the whole microgrid, while
the smart meters takes more care of the preference for each
smart home.
The interconnection for power flow between different smart

houses is highly complicated, hence, the common energy
storage is very important for the microgrid. The common
energy storage can be treated as energy-exchanging hub within
the microgrid. If the smart house has the surplus energy, this
portion of energy can be sold to the common energy storage at
the selling price . If smart house has a power shortage,
it can purchase the energy from the common energy storage
instead of the main electrical power grid with the buying price

. All the transactions of energy among smart houses within
the microgrid is controlled by the microgrid central controller.
Auction theory [44] can be explored in the microgrid central
controller to determine the trading price and the trading quan-
tity of energy. Similarly, for the common energy storage, the
capacity , the charging rate , the discharging
rate , the maximum charging rate , the max-
imum discharging rate , and the efficiency
are defined. In addition, the microgrid can also purchase the
power from the main electrical power grid and save it in the
common energy storage.
The output power of the common secondary power sources

will serve the entire community within the microgrid. The
energy generated by the secondary power sources will be fed
into the common energy storage. All smart houses can purchase
this portion of energy from the common energy storage. Simi-
larly, the output power of the common secondary power source

is defined as .
If power flow between any two smart houses is permitted,

two options are considered based on the basic system model. In
this way, power loss can be reduced. The smart house can sell
the surplus power to its neighbor instead of the common energy
storage which is far away. One option to realize this is to enable
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power transaction between the smart houses under the control
of the microgrid central controller. The microgrid central con-
troller uses price as an economic lever to optimize the system
performance. The other option is to implement distributed con-
trol in the various smart meters to determine the potential power
transaction. In this manner, power transaction is performed in a
distributed fashion. Though smart meters can cooperate to share
and exchange information, the power transaction decisions by
the smart meter will be self-enforcing.

B. Control Strategy

Though compared with the main electrical power grid, the
microgrid is a small system, a sophisticated control strategy
is still needed to make the microgrid work efficiently. Control
in microgrid refers to the activities, procedures, methods, and
tools that relate to the operation, maintenance, administration,
and provisioning of the microgrid. From the perspective of the
whole microgrid system, central or cooperative control is nec-
essary [45], whereas for the interest of each smart house, dis-
tributed or noncooperative control with selfish objective is pre-
ferred. Therefore, control strategy for the microgrid should be
layered and hybrid.
From a theoretical point of view, layering as optimization de-

composition [46] is one of the general and analytic methodolo-
gies for control strategy design. It uses common mathematical
language for thinking, deriving, and comparing [46]. Based on
this mathematical framework, the control strategy relates to the
decomposition scheme of the optimization problem. The overall
optimization problem is decomposed into several subproblems.
Different subproblems will be solved by different functions,
which will be allocated to different control layers and different
control modules, such as the microgrid central controller and
smart meters.
There are two main decompositions, i.e., vertical decomposi-

tion and horizontal decomposition [46]. Vertical decomposition
maps an optimization problem into several subproblems which
correspond to different control layers. Different functions
are allocated to different control layers to solve these sub-
problems. Horizontal decomposition is executed within one
function and decomposes central computation into distributed
computation over geographically different control modules.
Vertical decomposition across the control layers and horizontal
decomposition across the control modules can be conducted
together to decompose the optimization problem systematically
[46]. Furthermore, decomposition structures are not limited
to aforementioned vertical decomposition and horizontal de-
composition. Partial decomposition, multilevel decomposition,
and their versatile combinations can lead to many alternative
decompositions [47]. These alternative decompositions can be
exploited as a way to obtain different novel control strategies
[47].
Price-based utility function can be exploited as a design ob-

jective for the microgrid. These price-based utility functions at
least cover: 1) prices for purchasing power from the main elec-
tric power grid at different times; 2) prices for purchasing power
from the common energy storage or other smart houses within
microgrid; 3) equivalent prices for obtaining power from the
secondary power sources; 4) equivalent prices to maintain the

microgrid with the consideration of reliability, stability, security,
scalability, and so on. Though the real time electrical prices are
dynamic, the price stability should also be taken into account
[48] to avoid the extreme price volatility. In the microgrid, there
are so many restrictions and limitations for the microgrid oper-
ation, which can be formulated as the constraints in the opti-
mization issue. Load balancing is the main design requirement.
Electrical generation should be at least matchedwith power con-
sumption or demand together with power loss in the microgrid.
The carrying capacity of the microgrid, the limitation and effi-
ciency of storage should also be taken into account.
Besides, in order to make the microgrid smart and intelli-

gent, the function of knowledge representation and reasoning
should be added into the control strategy. Knowledge represen-
tation and reasoning means the representation of knowledge in
a manner that helps in inferencing from knowledge. Therefore,
control strategy can be augmented by this kind of knowledge
plane that can span vertically over control layers, and horizon-
tally across control modules. There are at least two categories
of functions in knowledge representation and reasoning. One is
a representation of related knowledge. The other is a cognition
loop using artificial intelligence, e.g., machine learning. Predic-
tion is the main function within this framework. Prediction re-
sults are very important information for the control strategy to
make a decision beforehand to tackle possible situations in the
future. In this way, the operation of the microgrid will be effi-
cient, smooth, and stable.
In order to solve the specific optimization problem for micro-

grid control, heuristic algorithms, e.g., particle swarm optimiza-
tion (PSO), and genetic algorithms, Markov decision process
(MDP), and game theory can be explored. A heuristic algorithm
is an experience-based technique that helps in problem solving.
Heuristic algorithms can give feasible solutions close to the best
answer or the optimal solution. Heuristic algorithm is also suit-
able for large, complex, nonconvex optimization problems. Co-
ordinated scheduling of residential distributed energy resources
in smart houses has been studied in [49] based on coevolu-
tionary PSO. The coevolutionary PSO with stochastic repulsion
among the particles is proposed to generate the best solutions to
the case study in [49]. Genetic algorithms have also been used to
design optimal placement of hybrid PV-wind systems [50]. Per-
formance improvement and cost minimization are taken into ac-
count. Multiobjective genetic algorithms have been exploited to
find the solution to optimum economic and environmental per-
formance problems for small autonomous hybrid power systems
with renewables [51]. Because of conflicting interest between
economic objectives and environmental criteria, the target is to
find a set of nondominated solutions called Pareto-set instead of
a single optimal solution [51].
MDP provides a mathematical framework for modeling de-

cision-making in situations where outcomes are partly random,
and partly under the control of a decision maker. MDP is a dis-
crete time stochastic control process. Thus, MDP can take time
and stochastic factors into the optimization problem, which
can be solved via dynamic programming and reinforcement
learning. Among the renewable resources, wind generation
has most variability and uncertainty, and exhibits multilevel
dynamics across time [52]. Hence, multiple timescale dispatch
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and scheduling for stochastic reliability in the smart grid with
wind generation integration have been studied in [52].
In the microgrid, there will be more than one element,

agent, controller, or decision maker. The control algorithm for
the system with a single agent cannot be well suited for the
distributed control or noncooperative control. How to solve
the multiagent control issue? Game theory gives a general
control methodology to deal with interaction, competition,
and cooperation among decision makers in a complex system.
Game theory is widely used in social sciences, economics,
engineering, and so on. For the smart grid, energy consumption
scheduling issue has been formulated as a game theory problem
[53]. The aim of scheduling is to reduce the total energy cost as
well as PAR in the load demand [53]. Based on the assumption
that the charge for each subscriber is proportional to his/her
total daily load, the energy consumption game can be solved
distributively with minimum exchanging information [53]. In
addition, the unique Nash equilibrium of the energy consump-
tion game is the optimal solution to the central scheduling
problem [53]. The work in [53] has been extended by [54].
Different control strategies based on the degree of information
sharing in the network are studied [54]. Partial knowledge set-
ting and blind setting are considered. The proposed distributed
stochastic energy consumption scheduling algorithms can still
successfully exploit the limited information to improve the
overall load profile [54] In the context of the electrical power
system, auction theory is a popular approach to deal with the
power control issue from an economic point of view. Auction
theory is a kind of game theory, and deals with how agents
act in auction markets. Operation of a multiagent system for
microgrid control has been presented in [55]. Auction theory
has been exploited as the foundation of the proposed algorithm,
the main idea being that every distributed energy resource or
controllable load decides what is best for it, taking into account
the overall benefit [55].
We take one control problem in the single smart house as

an example. Given the real-time electrical price of the main
electrical power grid, the output power profile of the secondary
power source, the power consumption profile of the power load
shown in (1), we would like to see how the capacity of en-
ergy storage can affect the cost of purchasing the power from
the main electrical power grid. The key point is that the smart
house can purchase the power from the main electrical power
grid when the electrical price is low, and save the power in
energy storage for future usage. However, there are some con-
straints for energy storage shown in (3) and (5). Fig. 9 shows the
total cost of purchasing power affected by the capacity of energy
storage. Though the quantitative results shown in Fig. 9 depend
on the simulation setting, the qualitative conclusion is definitive.
The introduction of energy storage can reduce the total cost.
The total cost is decreased as the capacity of energy storage in-
creases. However, when the capacity of energy storage is above
some threshold, the higher capacity energy storage cannot bring
any more benefit. Furthermore, buying, installing, and main-
taining the higher capacity energy storage requires more money.
Hence, the energy storage with proper capacity should be ex-
ploited to gain benefit for the power consumption in the smart
house.

Fig. 9. The total cost affected by the capacity of energy storage.

C. Security Consideration

Security is as important or more important than any other
performance of interest for the microgrid. To realize a secure
system, security should pervade every aspect of the system de-
sign, and be integrated into every system component [56].
For information flow, information security for the microgrid

should include data confidentiality, data authenticity, data
integrity, data freshness, data privacy, public key infrastructure
[57], trusted computing [57], attack detection, attack surviv-
ability, intelligent monitoring, cybersecurity, and so on. For
power flow, autonomous recovery is the main security consid-
eration. The microgrid should have the capability of performing
real-time monitoring and quick response. Smart meters together
with many sensors should monitor the operation parameters
or operation status of the microgrid. Furthermore, the unpre-
dictable faults caused by environmental disasters, contrived
attacks, or threats and mechanical failures should be detected
as quickly as possible. False data injection attacks in electricity
markets are under investigation in [58]. The severity of such
attacks is that the attacks can bypass the bad data detection with
the knowledge of the system configuration, and cause prof-
itable financial misconduct [58]. With regards to cyberattack
impact analysis for the smart grid, a graph-theoretic approach
is explored in [59]. This is the unifying and comprehensive
framework to model the interaction and functionality in the
dynamic system, and derive the influence of attack behavior.
Based on the monitored data, the microgrid can adjust itself to
maintain the optimal operation mode, or recover itself to the
correct working condition. Prediction capability is also needed
in the microgrid to ensure its security. The microgrid should
continuously search for hidden troubles or latent dangers in the
system. In addition, the consequences of such latent dangers
will be predicted and evaluated. After analysis, feasible solu-
tions will be given to make the system run in a stable manner.
Isolation or islanding is another way for the microgrid to carry
out autonomous recovery. If the main electrical power grid
breaks down, the microgrid can be isolated and work indepen-
dently. In this case, the control strategy should be changed and
operation parameters should be reset. Cascade failures cannot
propagate from one system to another [60]. However, the
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seamless transition is of particular importance for the security
consideration [45].
Energy storage cannot only reduce the total cost of pur-

chasing power from the main electrical power grid as shown
in Fig. 9, but also secure the microgrid. The surplus power can
be saved in energy storage temporarily. Otherwise, this portion
of power can have an adverse impact on the quality of power
within the microgrid. Furthermore, secondary power sources
can also gain the benefit of security for the microgrid. Refer-
ence [61] studies show how much distributed generators can
mitigate cascading failure in the power grid. The conclusion
is that when only a small number of distributed generators are
used, the likelihood of cascading failure can be dramatically
reduced [61].
Besides, for the security of the microgrid, control or opti-

mization with uncertainty should be taken into account, because
the microgrid is a dynamic complex system, and many of the
variables in the corresponding control or optimization problem
cannot be deterministic or known for sure. There are two basic
approaches to deal with the optimization issue with uncertainty.
One is robust optimization, and the other is stochastic optimiza-
tion. In robust optimization, the uncertainty model is determin-
istic and set-based [62]. In contrast, in stochastic optimization,
the uncertainty model is assumed to be random [62]. Robust
optimization, which is a conservative approach [63], can guar-
antee the performance for all the cases within the set-based un-
certainty. In other words, robustness means the performance is
stable with the bounded errors. However, stochastic optimiza-
tion can only guarantee the performance on average for the un-
certainty with known or partially known probability distribution
[63] information. Therefore, there is a trade-off between robust-
ness and performance.
Correspondingly, robust control and stochastic control can be

explored to address the control issue with uncertainty. In this re-
gard, we can take the well studied MDP as an example. When
the transition matrices are uncertain, and the uncertainty is de-
scribed by possibly nonconvex sets, a robust control problem
for a finite-state, finite-action MDP has been well addressed
in [64]. Furthermore, it is worth noting that partially observ-
able Markov decision process (POMDP) can be treated as one
case in stochastic control for MDP, in which a controller is de-
signed to address the probability of uncertainty in the data. In
POMDP, the observation is not deterministic, and the partial ob-
servation brings the uncertainty in terms of observation prob-
ability to the controller. MDP can be efficiently solved by a
value iteration algorithm, policy iteration algorithm, or linear
programming. However, solving a POMDP is not easy. The
first detailed algorithm for finding exact solutions for POMDP
have been introduced in [65]. There exists some software tools
for solving POMDP, such as pomdp-solve [66], MADP [67],
ZMDP [68], APPL [69], and Perseus [70]. Besides, for the mul-
tiagent system, a single agent POMDP can be extended to mul-
tiagent PODMP, interactive POMDP, or decentralized POMDP
[71].

D. Kernel GLRT for Malicious Data Attack

False data injection attack or malicious data attack has been
thoroughly studied in [72]. The attacker with the knowledge
of the power system configuration can launch such an attack
to cause errors in the certain state variables while evading the
existing bad data detection in power system state estimation
[72]. Two papers [73], [74] also discuss malicious data attack
on smart grid state estimation. Both attack strategies and coun-
termeasures are given.
In [73], [74], a detector based on the generalized likelihood

ratio test (GLRT) is introduced. GLRT performs very well when
the large amount of data are available. DC power flow model is

(6)

where is the measurement vector; is the system state vector;
is the malicious data vector; is Gaussian measurement noise

vector; is the deterministic system matrix. We assume at
most measurements are compromised. Under the framework
of GLRT, the distribution of under the two hypotheses differ
only in their means if the state variables are randomwith amulti-
variate Gaussian distribution and multiple mea-
surements are performed under the same [73], [74]

(7)

where and denotes transpose operator.
Due to the unknown , the GLRT reduces to solve the fol-

lowing optimization problem [73], [74],

(8)

Currently, the kernel method becomes very popular in the so-
ciety of machine learning. Low dimensional data can be im-
plicitly mapped to the high dimensional feature space by the
kernel trick [75]–[78] and nonlinear characteristics of data can
be explored implicitly by using different kernels [79]. GLRT
can be extended to kernel GLRT. Kernel GLRT is applied to
kernel matched subspace detector for hyperspectral target de-
tection [79]. Kernel GLRT in the original input space is equiv-
alent to the linear GLRT in the feature space [79].
Assume , the two hypotheses in the feature

domain corresponding to (7) are

(9)

where is a nonlinear mapping function.
Assume and are the estimated covariance matrix

and sample mean of in the feature space, which are given by

(10)
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and

(11)

where is one sample of and the number of samples is
. Thus, the optimization problem (8) can be extended into the

feature space as

(12)

Based on the kernel trick and the exact derivation in [80], the
objective in the optimization problem (12) can be simplified.
We do not need to know emplicitly. The objective will be the
nonlinear function of , , and with the
known kernel function. Kernel GLRT opens a new window for
the traditional detection problem. The nonlinear characteristics
of data or the high order correlations among the data can be
exploited by the kernel method, which brings the performance
gain [80].

E. ICA for Recovery of Smart Meter Transmissions in the
Presence of Strong Interference

ICA is a statistical signal processing technique for recov-
ering statistically independent source signals from their linear
mixtures [81]–[84]. ICA has also been applied to load profile
estimation in electric transmission networks [85]. ICA is very
closely related to the method called blind source separation
(BSS) or blind signal separation [86]–[88]. The term “blind”
refers to the fact that we have little or no knowledge about the
system which induces mixing of the source signals.
In this section, the ICA technique is applied for recovering

the simultaneous wireless transmissions of the smart meters in-
stalled at each home. The smart meter measures the current load
at each home, and reports that information to the control center
at the power utility station. In order to achieve this, each smart
meter is equipped with a wireless transmitter, and the AP at the
power utility control center collects all the wireless transmis-
sions for processing the information. However, before the trans-
mitted signals can be decoded, it is imperative to separate the
signals received from all the smart meters. In [89], the concept
of compressed sensing [90], [91], was exploited to recover the
sparse smart meter data transmissions by applying the basis pur-
suit algorithm [92]. However, in [89], it was assumed that the
AP has accurate knowledge of the channel flat fading param-
eters from the channel estimation period of the data frame. In
this paper, the statistical properties of the signals are employed
to blindly separate the signals using ICA. Therefore, this elimi-
nates the need for estimating the parameters of the channel in
each frame. In this manner, more information can be sent in
each frame. Furthermore, to enhance the security of transmitted
data, the recovery of the smart meter transmissions in the pres-
ence of a strong wideband interference or jamming signal is also
considered. In this regard, the recently developed method of ro-
bust PCA is used [14], [93]. The robust PCA method exploits

the low-rank and sparseness property of the autocovariance ma-
trices of the smart meter signal and wideband interferer, respec-
tively, to effectively separate them prior to ICA processing.
1) Signal Model and Receiver Block Diagram: The system

consists of N smart meters managed by an AP, similar to the
illustration given in [89]. The channel parameters are assumed
to be Rayleigh flat fading in nature, with a large coherence time
indicating a slow time-varying channel. The data transmission
section in the frame is divided into several time slots during
which the active smart meters can simultaneously transmit their
readings. In mathematical form, the data transmission matrix
received by the AP can be expressed as the following ICA signal
model

(13)

is the Rayleigh flat fading channel matrix between the me-
ters and the AP, is the pseudorandom spreading code matrix
for the meters, is the source signal matrix transmitted by the
meters, and is the additive white Gaussian noise (AWGN).
The spreading code is known only to the AP and meters, pre-
venting unauthorized people from accessing and tampering with
the data. Replacing by the matrix , (13) becomes

(14)

In the context of ICA, is called the mixing matrix. ICA at-
tempts to recover by estimating a matrix that approximates
the inverse of . In this manner, an estimate of the source signal
matrix can be obtained as given by the following equation:

(15)

The main advantage of employing ICA is that it allows the
smart meters to transmit simultaneously, as opposed to the
popular carrier sense multiple access (CSMA) protocol, which
uses a random backoff to avoid collisions in transmissions. This
could result in significant delay in data recovery. In addition,
ICA is a ”blind” process, which means that it does not need
any prior knowledge of the channel or the PN code matrix. As
long as the smart meters transmissions are independent, which
is always the case, since the meters are spatially separated, ICA
can exactly recover all the smart meter signals. However, in the
event of strong interference (14) becomes

(16)

ICA cannot recover the source signals in the presence of
the interferer , since it is not part of the signal mixing model

. As a result, has to be separated from the observation
matrix , before ICA can be applied. To accomplish this, the
second order statistics of the signal and interferer is exploited.
In particular, the autocovariance function of each row of is
computed. Rewriting (16) in terms of the autocovariance ma-
trices, we obtain [94]

(17)

In (17), is the low-rank autocovariance matrix of the signal
mixture, is the sparse autocovariance matrix of the wideband
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Fig. 10. Robust PCA-ICA based receiver for smart meter data recovery.

interferer consisting of only diagonal entries, and is the au-
tocovariance matrix of the AWGN component. Therefore, (17)
can be written as

(18)

where is the power of the interferer, and is the identity
matrix. In this manner, (17) exactly fits the robust PCA matrix
model [14]. Therefore, the robust PCA technique can be readily
applied to recover the low-rank signal autocovariance matrix
from the sparse interferer autocovariance matrix. This proce-
dure is repeated for all the rows of the observation matrix .
Therein, once the interferer is separated from , the signal
model becomes similar to (14), and ICA can be applied to re-
cover the source signals or smart meter transmissions .
The baseband model of the robust PCA-ICA based receiver

(central node or access point) for recovering the simultaneous
transmissions of the smart meters is illustrated in Fig. 10. The
basic receiver functions such as down conversion, analog-to-
digital conversion, synchronization, etc. are assumed to be com-
pleted prior to the data recovery stage in the proposed receiver.
2) Simulation Results: A smart meter network consisting of

meters is assumed, with data transmissions in quadra-
ture phase shift keying (QPSK) modulation format. As a result
of the transmitted data being complex valued, a complex Fas-
tICA separation algorithm with a saddle point test called Fi-
caCPLX [13] is used for the blind recovery of source signals.

Since ICA is a block based technique, the processing block
length (number of columns of ) is assume to be 1000 sym-
bols. In the first set of simulations, the performance of the ro-
bust PCA-ICA method is studied for different values of
from 1 to 5. The signal-to-noise ratio (SNR) is set at 20 dB.
The signal-to-interference ratio (SIR) is used as the measure of
performance, and is given by the following equation:

SIR

(19)

where is the permutation matrix of order N , in our
case, a 10 10 matrix. and are the absolute
maximum values of the row, and columns of , respec-
tively. Ideally, should be a permutation matrix consisting of
only 1’s. However, due to the amplitude ambiguity introduced
by the ICA technique, the recovered signals have to scaled ac-
cordingly. This can be accomplished by including a small pre-
amble at the beginning of each frame. The SIR (dB) achieved for
different for QPSK modulation with and without the robust
PCA method is shown in Fig. 11. The corresponding constella-
tion plots for the smart meter 1 signal before and after applying
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Fig. 11. SIR(dB) versus for QPSK modulation.

Fig. 12. Scatter plot before applying ICA.

the FicaCPLX algorithm is shown in Figs. 12 and 13, respec-
tively.
In the second set of simulations, , and the SNR is

varied from 5–30 dB. For each SNR, the SIR (dB) is plotted in
Fig. 14.
In the third set of simulations, , and SNR is set at

20 dB. The processing block length is varied between 500 and
1000 symbols. For each block length, the SIR (dB) is plotted in
Fig. 15.

V. CONCLUSION

Roughly speaking, the smart grid has two flows: power flow
and information flow. This paper mainly deals with the second

Fig. 13. Scatter plot after applying ICA.

Fig. 14. SIR (dB) versus SNR (dB) for QPSK modulation.

one. The big picture is to “sense, communicate, compute, and
control.” This paper takes this picture further by addressing the
system hardware requirements and testbed developments. This
paper is the first to systematically investigate the new idea of
using the next generation wireless technology, cognitive radio
network, for the smart grid. In particular, system architecture,
algorithms, and hardware testbed are studied in detail. A mi-
crogrid testbed is also proposed. Control strategies and security
considerations are discussed. The technique of ICA with robust
PCA is applied to smart meter wireless data recovery in the pres-
ence of strong wideband interference.When the network testbed
is available, the feasible algorithms for smart grid will be ex-
plored in the context of security and reliability.
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Fig. 15. SIR (dB) versus block length for QPSK modulation.
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Cognitive Radio Network for the Smart Grid:
Experimental System Architecture, Control
Algorithms, Security, and Microgrid Testbed

Robert Caiming Qiu, Senior Member, IEEE, Zhen Hu, Zhe Chen, Nan Guo, Senior Member, IEEE,
Raghuram Ranganathan, Member, IEEE, Shujie Hou, and Gang Zheng

Abstract—This paper systematically investigates the novel idea
of applying the next generation wireless technology, cognitive radio
network, for the smart grid. In particular, system architecture, al-
gorithms, and hardware testbed are studied. A microgrid testbed
supporting both power flow and information flow is also proposed.
Control strategies and security considerations are discussed. Fur-
thermore, the concept of independent component analysis (ICA) in
combination with the robust principal component analysis (PCA)
technique is employed to recover data from the simultaneous smart
meter wireless transmissions in the presence of strong wideband
interference. The performance illustrates the gain of bringing the
state of the art mathematics to smart grid.

Index Terms—Cognitive radio, grid control, ICA, microgrid, ro-
bust PCA, security, smart grid, testbed.

I. INTRODUCTION

I N THE FIRST issue of these TRANSACTIONS [1], the edito-
rial points out that “In a nutshell, smart grid amounts to pro-

viding an Internet Protocol (IP) address to every device that is
connected to the electricity grid.” The presence of an IP address
enables a two-way communication mechanism between con-
sumers and providers. Roughly speaking, the smart grid will: 1)
reduce blackouts; 2) promote renewable energy usage; 3) give
families more control over their energy diet. The motivation of
this paper is to address items 2 and 3, by studying the interde-
pendencies of critical infrastructure in power and communica-
tions. In particular, a microgrid testbed is studied.

The advent of cognitive radio [2] is inevitable. The Moore’s
law ruthlessly drives computing faster and cheaper. Software
defined radio reflects this trend. However, the combination
of field programmable gate array (FPGA) and digital signal
processor (DSP) hardware is still too expensive. Is the gen-
eral purpose computing on graphics processor unit (GPGPU)
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promising? Ultimately, artificial intelligence and machine
learning will become the “brain” of the cognitive radio—ar-
guably any machine. How to put “cognition” into the cognitive
radio network is paramount at this moment. Experimental
knowledge is essential to dispel the fictional notion about
cognitive radio. What is cognitive radio? Obviously, cognitive
radio includes dynamic spectrum access (DSA) as a special
case. “Adaptive systems” may be a good alternative acronym
for “cognitive systems”—elusive for some people—in today’s
technology.

The ever increasing demand on remote sensing capabilities
directly conflicts with the accelerating awareness of loss of
spectrum allocation. The FCC recommends spectrum policy
that makes 500 megahertz (MHz) of spectrum newly available
for broadband within 10 years, of which 300 MHz should be
made available for mobile use within five years. The need
for dynamic spectrum access using cognitive radio [2] is real
and immediate. The following paper series [3], [4] attempts to
bring together wireless communications with remote sensing,
especially radio frequency tomography.

The ultimate goal is to have integrated sensing, communi-
cation and computation systems, for various applications in-
cluding the smart grid.

A. Secure Communications in Smart Grid

Among the five identified key technology areas in smart grid,
“the implementation of integrated communications is a foun-
dational need,” according to [5]. The smart grid in the near fu-
ture will be required to accommodate increased demands for im-
proved quality and energy efficiency. Solar and wind farms are
joining in for power generation in a distributed fashion. Appli-
ances will become smart and talk to the control centers for op-
timum operations. Monitoring, managing, and controlling will
be required at all levels. Prediction of electricity prices, weather,
and social/human activities will be taken into account for op-
timum control. The addition of these new elements will result in
continuously increasing complexity. In order for different sub-
networks or elements to be integrated into the smart grid seam-
lessly, a communication backbone has to be developed prior to
adding various functions. Hence, the earlier the communication
backbone is determined, the lesser the complications that would
be faced later in building the grid.

Although there have been many discussions on how to build
the communication network for the smart grid, it is desirable
to adopt existing communication standards. However, different
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from generic communication requirements, end-to-end security
and reliability are even more critical in smart grid communica-
tions [6]. According to the Department of Energy (DoE), one
of the critical challenges and opportunities lying ahead is in-
creasing resilience, robustness, and security of the energy in-
frastructure. Security in the smart grid may be generalized into
two main areas—physical-layer and cybersecurity. In contrast
to cybersecurity that has been addressed intensively, there is
a large room to improve physical-layer security, especially for
wireless communications. For example, traditional spread spec-
trum techniques enhance security at the physical layer.

On the other hand, latency for time-sensitive data in the smart
grid has to be carefully considered. According to [7], a tolerance
of a maximum latency of 6 cycles, or 100 ms, can be used as a
benchmark for transmitting time-sensitive data. In other words,
to deliver time-sensitive data, dedicated low-latency communi-
cation links are required. The overall smart grid communication
network is a combination of different subnetworks with each
aiming at a certain set of requirements. Cognitive radio in the
white spaces (e.g., unused local TV broadcast spectra) can be
adopted to implement the dedicated low-latency communica-
tion links.

B. Related Work

The idea of using cognitive radio in the smart grid appears to
be proposed in the literature, for the first time, in [8]–[11]. In
particular, one of the three objectives of the submitted proposal
[8] in 2009 is “apply the proposed network testbed for the smart
grid.” The two-page white paper [12] is undated and was not
brought to our attention (through Qiu’s student) until June 2010.

A cognitive radio network testbed is being built at TTU. Ref-
erence [11] is the first paper that captures the overall picture of
this project—that may last at least for another 3–4 years. The
scope and the philosophy of this project are reported there.

A lot of future applications are network-centric. The design
of this testbed has taken into account the following applications.

• Cognitive networking: What is the cognitive radio?
• Smart grid: Cognitive radio enhances the network secu-

rity—the central challenge in smart grid.
• Radiofrequency tomography imaging: The low-cost net-

work has revolutionized remote sensing, e.g., through-wall
imaging.

C. Main Contributions

In this paper, the application of the fifth generation (5G) wire-
less technology, namely cognitive radio network, to the next
generation energy grid, the smart grid, has been addressed sys-
temically for the first time.

Since the smart grid is a newly developed research topic,
references and literature on using communication testbeds for
smart grid are very less. In the area of wireless communica-
tions, cognitive radio is an emerging technique. The essence
of cognitive radio is the ability of communicating over unused
frequency spectrum adaptively and intelligently. A testbed for
cognitive radio networks will not only answer the questions that

simulations cannot answer, but also reveal more practical prob-
lems for further research. The capability of cognitive radio en-
ables the smart grid, in many aspects, including security. With
minimal modifications to software, a cognitive radio network
testbed can also be used for the smart grid. Recently, there is a
trend of using TV band white space for the smart grid. Cognitive
radio is the most suitable wireless communications technology
using the white space.

The major concerns on hardware platforms for cognitive
radio networks are computing power and response latency. Our
proposed architecture addresses these two concerns. Cognitive
radio introduces “intelligence” beyond software defined radio
(SDR), like detection and learning algorithms, which means
cognitive radio requires much more computing power than
SDR. This enhanced computing power and reduced response
latency will enable enhanced (distributed) security.

A critical requirement for the smart grid is to enable accu-
rate recovery of the smart meter wireless transmissions at the
central node or access point (AP). One of the impending chal-
lenges in this objective is the robustness of the data recovery in
the presence of strong wideband interference, due to easy ac-
cess of the wireless data to any attacker, and inadequacy of ex-
isting physical layer security measures. In this paper, a novel
approach of applying a complex independent component anal-
ysis (ICA) technique [13] to smart meter data recovery is pro-
posed, in combination with the recently developed robust prin-
cipal component analysis (PCA) algorithm [14] for interference
cancellation and security enhancement.

For the feasible implementation of the power system to sup-
port the research on the smart grid, a microgrid testbed is pro-
posed together with the potential system model. The microgrid
testbed will include various distributed energy resources, dif-
ferent power loads or appliances, and control modules. Layered
and hybrid control strategy will be explored in the microgrid to
coordinate power generation and power consumption. In order
to secure the microgrid, information security for the informa-
tion flow and autonomous recovery for the power flow are the
key issues. Besides, control or optimization with uncertainty is
taken into account, because the microgrid is a dynamic complex
system and many of the variables in the corresponding control
or optimization issue cannot be deterministic or known for sure.
Thus, robust control and stochastic control are explored. Robust
control can guarantee the worst case performance, which will
make the microgrid stable and reliable.

II. COMMUNICATION TESTBEDS FOR SMART GRID

A. Hardware Platforms for Cognitive Radio Networks

There have been some wireless network testbeds, such as the
open access research testbed for next-generation wireless net-
works (ORBIT) [15] and the wireless testbed developed by Uni-
versity of California, Riverside [16]. Some common features
of those wireless network testbeds are summarized as follows.
First, the nodes in the networks are developed based on com-
puter central processing units (CPUs). Second, the nodes use



IE
EE

 P
ro

of

Pr
in

t V
er

sio
n

QIU et al.: COGNITIVE RADIO NETWORK FOR THE SMART GRID 3

Fig. 1. USRP2 with WBX RF daughterboard.

802.11 Wi-Fi network interface cards for wireless communica-
tions. These network testbeds may work well for evaluating al-
gorithms, protocols, and network performances for Wi-Fi net-
works. But they are not suitable for cognitive radio networks,
due to their inherent lack of wide-band frequency agility.

Recently, Virginia Tech developed a testbed for cognitive
radio networks with 48 nodes [17], which is an significant
achievement in this area. Each node consists of three parts:
an Intel Xeon processor-based high-performance server, a
Universal Software Radio Peripheral 2 (USRP2), and a custom
developed radiofrequency (RF) daughterboard that covers a
continuous frequency range from 100 MHz to 4 GHz with
variable instantaneous bandwidths from 10 kHz to 20 MHz.
The node is easily capable of frequency agility. However, as
the authors mentioned, the drawbacks of the node are twofold.
First, it is not a low-power processing platform. Second, it is
not capable of mobility.

Regardless of the kind of cognitive radio network testbed, it
is composed of multiple nodes. There exist some commercial
off-the-shelf hardware platforms designed for SDR that may be
used for building the nodes for cognitive radio networks.

1) Universal Software Radio Peripheral 2: USRP and
USRP2 provided by Ettus Research are widely used hardware
platforms in the area of SDR and cognitive radio. USRP2 is
the second generation of USRP, and it became available in
2009 [18]. USRP2 consists of a motherboard, and one or more
selectable RF daughterboards, as shown in Fig. 1.

The major computation power on the motherboard comes
from a Xilinx Spartan-3 XC3S2000 FPGA. The motherboard is
also equipped with a 100 MSPS 14-bit dual channel analog-to-
digital converter (ADC), a 400 MSPS 16-bit dual channel dig-
ital-to-analog converter (DAC), and a gigabit ethernet port that
can be connected to a host computer. There are some RF daugh-
terboards available for USRP2. Among them, a newly devel-
oped RF daughterboard called WBX covers a wide frequency
band of 50 MHz to 2.2 GHz, with a nominal noise figure of 5–7
dB.

Signals are received and down-converted by USRP2, and
its RF daughterboard. Subsequently, they are sent to a host
computer for further processing through the gigabit ethernet.

Fig. 2. SFF SDR DP with low-band tunable RF module.

Most of the processing work is done by the host computer. Data
to be transmitted are sent from the host computer to USRP2
through the same gigabit ethernet, before they are up-converted
and transmitted by USRP2 and its RF daughterboard.

A major advantage of USRP2 is that it works with GNU
radio [19], a open source software with plenty of resources for
SDR and a lot of users, which simplifies and eases the usage
of USRP2. On the other hand, USRP2 is not perfect. First,
the gigabit Ethernet connecting USRP2 and its host computer
introduces random time delays. The operating system on the
host computer may also introduce random time delays. Ac-
cording to our measurement, the response delay of USRP2 is in
the range of several milliseconds to tens of milliseconds [20].
Such random response delay may be acceptable for half-du-
plex communications. However, in cognitive radio networks,
full-duplex communications are desired and random response
delays may deteriorate the performance of cognitive radio
networks. Second, USRP2 is usually used together with GNU
radio that runs on a host computer. When the instantaneous
bandwidth of USRP2 increases, the CPU on the host computer
gets much busier. Therefore, a multicore CPU is desired,
similar to what Virginia Tech has done to their network testbed.
When the instantaneous bandwidth of USPR2 becomes wider,
and the processing tasks on GNU radio becomes much more
complex, a common CPU may not be competent enough for
real-time processing.

2) Small Form Factor Software Defined Radio Development
Platform: The small form factor (SFF) SDR development plat-
form (DP) provided by Lyrtech in collaboration with Texas In-
struments (TI) and Xilinx is a self-contained platform consisting
of three separate boards: digital processing module, data conver-
sion module, and RF module, as shown in Fig. 2 [21]–[23].

The digital processing module is designed based on
TMS320DM6446 system-on-chip (SoC) from TI and Virtex-4
SX35 FPGA from Xilinx. The TMS320DM6446 SoC has
a C64x+ DSP core running at 594 MHz together with an
advanced RISC machine (ARM9) core running at 297 MHz.
The digital processing module also comes with a 10/100 Mbps
Ethernet port. The data conversion module is equipped with a
125 MSPS 14-bit dual channel ADC and a 500 MSPS 16-bit
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Fig. 3. WARP FPGA board with two radio boards.

dual channel DAC. It also has a Xilinx Virtex-4 LX25 FPGA.
The low-band tunable RF module can be configured to have
either 5 MHz or 20 MHz bandwidth with working frequencies
of 200–1050 MHz for the transmitter, and 200–1000 MHz for
the receiver. The nominal noise figure of this RF module is 5
dB. Other frequency bands may be covered by several other
RF modules.

There are two favorable features of SFF SDR DP for cogni-
tive radio networks. One is that SFF SDR DP is in small form
factor and can be moved easily. The other is that it is capable
of supporting full-duplex communications. However, there are
also two technical drawbacks of using it to build nodes for cog-
nitive radio networks. One drawback is that its computing ca-
pacity is fixed, and it is not easy to upgrade to meet the demands
of cognitive radio networks. The other drawback is the response
time delay. According to our measurement, the response delay
of SFF SDR DP is about tens of milliseconds, and the delay is
constant [20]. Such a nontrivial delay is undesirable for cogni-
tive radio networks, since it may deteriorate the performance.

SFF SDR DP can be viewed as an example of independent
hardware platforms, whereas USRP2 is an example of com-
puter-aided hardware platforms. A comparison between the two
hardware platforms has been reported in [11].

3) Wireless Open-Access Research Platform: The wireless
open-access research platform (WARP) developed by Rice Uni-
versity consists of an FPGA board, and one to four radio boards
[24], as shown in Fig. 3. The second generation of the FPGA
board has a Xilinx Virtex-4 FX100 FPGA and a gigabit eth-
ernet port [25], [26]. The FPGA can be used to implement the
physical layer of wireless communications. There are PowerPC
processors embedded in the FX100 FPGA that can be used to
implement media access control (MAC) and network layer. The
radio board incorporates a dual-channel 65 MSPS 14-bit ADC,
and a dual-channel 125 MSPS 16-bit DAC, covering two fre-
quency ranges of 2400–2500 MHz and 4900–5875 MHz, with
a bandwidth of up to 40 MHz.

WARP platform is also a small form factor independent hard-
ware platform, which is attractive for building the nodes of cog-
nitive radio networks. The second advantage of using WARP is
that both the physical layer and MAC layer can be implemented

Fig. 4. Sora radio control board.

on one FPGA, which may simplify the board design, compared
to an “FPGA + DSP/ARM” architecture. Hence, time delays
introduced by the interface between FPGA and DSP/ARM can
be reduced. However, according to [26], the Virtex-4 FPGA on
WARP is not powerful enough to accommodate both transmitter
and receiver functions at the same time. Thus, full-duplex com-
munications desired by cognitive radio networks cannot be im-
plemented using just one WAPR platform.

4) Microsoft Research Software Radio: Microsoft research
has developed a Software radio (Sora) platform [27]. Sora is
composed of a radio control board (RCB), and a selectable RF
board, and it works with a multicore host computer. The RCB
is shown in Fig. 4.

The RCB contains a Xilinx Virtex-5 FPGA, and it interfaces
with a host computer through a peripheral component intercon-
nect express (PCIe) interface at a rate of up to 16.7 Gbps. Ac-
tually, RCB is an interface board for transferring digital signals
between the RF board and computer memory. The RF board
can be a WARP radio board. Processing work including phys-
ical layer and MAC layer is done on the host computer.

Sora is a computer-aided platform. The main advantage of
using Sora is that it provides a high-throughput interface be-
tween RF boards and a host computer. However, since pro-
cessing work burdens the host computer, the host computer has
to be very powerful to support all the functions running in real
time. On the other hand, multicore programming and debugging
with speedup tricks is not easy. Moreover, implementing full-
duplex communications on one host computer is challenging.
Obviously, a host computer (or server) installed with Sora lacks
mobility.

B. Proposed Testbed for Cognitive Radio Networks and Smart
Grid

All of the above four hardware platforms are designed for
SDR. Two of them connect to a host computer where major pro-
cessing work is done. The other two are stand-alone hardware
platforms. From the aspect of mobility, stand-alone platforms
are preferable for building the nodes of cognitive radio net-
works, whereas from the aspect of software development, com-
puter-aided hardware platforms are more practical, since soft-
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ware development and debugging on a host computer is gener-
ally easier. In [28], a compromise between the above two kinds
of hardware platforms is suggested. The authors recommend
performing time-critical tasks in the FPGA, and split MAC de-
sign with host and FPGA implementations.

However, to the best of our understanding, compared to the
hardware platforms for SDR, the major concerns on hardware
platforms for cognitive radio networks are computing power
and response time delay. Cognitive radio introduces “intelli-
gence” beyond SDR, like detection and learning algorithms,
which means cognitive radio requires much more computing
power than SDR. A hardware platform with ample and upgrad-
able computing power is desired for building cognitive radio
testbeds. On the other hand, the desired hardware platform
should have minimum response time delay. If the response time
delay is large, the throughput of cognitive radio networks will
seriously degrade. Moreover, full-duplex communications for
the desired hardware platforms is preferable.

Unfortunately, none of the existing off-the-shelf hardware
platforms can meet the above requirements at the same time.
They are originally designed for SDR, instead of cognitive radio
networks. It is imperative to design a new hardware platform for
building the nodes of cognitive radio networks.

1) Proposed Motherboard for Hardware Platforms: We pro-
pose an architecture for the motherboard of the proposed hard-
ware platform. Regarding the RF front-end, existing RF boards
from WARP or USRP2 can be reused to interface with the pro-
posed motherboard. Therefore, one proposed motherboard, and
one or more RF boards constitute one proposed hardware plat-
form.

Fig. 5 shows the proposed architecture of the first gener-
ation motherboard and its major components. Two powerful
FPGAs, i.e., a Virtex-6 FPGA and a Virtex-5 FX FPGA, are
employed as core components on the motherboard. All the func-
tions for physical layer and MAC layer are implemented on the
two FPGAs, and no external host computer is required. The pro-
posed hardware platform is stand-alone, thus it has good mo-
bility. The Virtex-5 FX FPGA has PowerPC cores that are dedi-
cated for implementing the MAC layer. Physical layer functions
including spectrum sensing are implemented on the two FPGAs.
The Virtex-5 FPGA is used for the transmitting data path, and it
is connected to one or two RF boards as well as a gigabit ethernet
port. The Virtex-6 FPGA is dedicated for the receiving data
path, with connections to one or two RF boards and an extension
port. The extension port can be used to connect with external
boards to gain access to additional computing resources. The
two FPGAs are connected together by a high-throughput low-la-
tency onboard bus. Both of the FPGAs have access to their own
external memories. The use of two FPGAs is a trade-off between
performance and cost.

The proposed motherboard can provide enough and upgrad-
able computing resource for cognitive radio networks. In addi-
tion, the time delays between the two FPGAs are trivial. More-
over, full-duplex communications are supported by one pro-
posed motherboard with two or more RF boards.

2) Proposed Functional Architecture for Building Nodes for
Network Testbeds: Based on the proposed motherboards and
off-the-shelf RF boards, nodes for network testbeds can be im-

Fig. 5. Architecture of the proposed motherboard for hardware platforms.

Fig. 6. Proposed functional architecture for the nodes.

plemented using the following proposed functional architecture,
as shown in Fig. 6.

The hardware abstraction layer (HAL) is a packaged interface
for upper-level functions that screens hardware-specific details.
It provides data interfaces to both receiving data path and trans-
mitting data path, as well as an access interface to other hard-
ware-specific resources on the hardware platform. The spectrum
and channel manager manages all the spectrum and channel re-
lated resources, including links, frequencies, and modulation
methods. There are several functional modules interfaced with
the spectrum and channel manager. The spectrum detection and
prediction module provides the information regarding the avail-
ability of some frequency bands. The decision making module
utilizes decision algorithms to make decisions such as which
channel will be used, and when it will be used. More learning al-
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Fig. 7. Proposed network testbed.

gorithms can be implemented as an independent module to learn
and reason from the inputs. The geolocation module outputs the
latitude and longitude of the node. The spectrum and channel
manager can use such geolocation information to load prior in-
formation about current location from the knowledge/policy/
data base. The routing manager employs routing algorithms to
select the best route for sending and relaying data packages. The
data manager organizes all the data from upper-level applica-
tions and the data to be relayed. The security manager provides
encryption and decryption to the data manager, routing manager,
and spectrum and channel manager. The knowledge/policy/data
base stores prior knowledge, policies, data, and experiences.

After the nodes are built, a network testbed is ready to be
established.

3) Proposed Network Testbed: Multiple nodes constitute a
network testbed. Fig. 7 shows the proposed network testbed. All
the nodes are connected using gigabit ethernet to a console com-
puter through an ethernet switch. The console computer con-
trols and coordinates all the nodes in the network testbed. This
network testbed can be used not only for cognitive radio, but
also for the smart grid. In smart grid applications, nodes of the
network testbed implement microgrid central controllers, smart
meters, or submeters. Adaptive wireless communications are in-
corporated into the nodes, and information can be exchanged
between microgrid central controllers, smart meters, and sub-
meters.

4) Security of the Network Testbed: Where there is informa-
tion, there is a critical need for security. Security is one of the
important issues for the proposed adaptive and reconfigurable
wireless network testbed. The meaning of security is twofold.
First, the data sent out by the nodes should be encrypted, to
prevent unauthorized users from intercepting the data over the
air. However,cryptographic algorithms impose tremendous pro-
cessing power demands that can be a bottleneck in high-speed
networks [29]. The use of FPGAs for cryptographic applications
has become highly attractive [30], [31]. Cryptographic algo-
rithms will be implemented on the two FPGAs on the proposed
motherboard for the nodes of the network testbed. However, for
the network testbed for smart grid, the optimal choice for the
cryptographic scheme is the topic of ongoing research. Second,
the reconfigurable FPGAs in the network testbed should have

the capability of protecting themselves from being invaded or
tampered. In [32], it is pointed out that FPGAs unfortunately
open another door for malicious users to implement the hard-
ware analogue of a computer virus. Moreover, the protection
of the information processed within the FPGAs is discussed in
[33], [34]. For the smart grid, how do the nodes in the microgrids
prevent their information from being invaded or tampered? This
is an open question for further research.

III. HOST COMPUTER WITH GRAPHICS PROCESSING UNIT AS

COMPUTING ENGINE

The testbed capability can be greatly expanded if a computing
engine is attached. The computing engine can be a host com-
puter which undertakes many tasks including high-computation
oriented tasks. Recently, a computing enhancement technology
called GPGPU emerged in the PC industry. GPGPU refers to a
relatively new method by which the various cores of a graphics
processor unit (GPU) can be utilized for general purpose par-
allel computing [35]. This idea of utilizing GPUs for nongraph-
ical applications first became popular in 2003, but was limited
by the amount of knowledge required to successfully write such
programs. November 2008 saw the introduction of Nvidia’s G80
architecture which brought greater versatility through support
of the C computer language, and a more generalized and pro-
grammer friendly hardware structure [36].

CUDA is both a hardware and software architecture by
Nvidia, which is actually what allows GPUs to run programs
that have been written using C, C++, Fortran, etc. It works by
executing a kernel across several parallel threads [36]. GPUmat
allows standard MATLAB code to run on GPUs. Furthermore,
CULA is a linear algebra library which has been designed
to utilize the NVidia CUDA architecture for computational
acceleration. This library is designed in a manner such that
those with little or no GPGPU programming experience can
take advantage of the parallel computing power offered by
GPGPU. Given the flexibility offered by this product, it would
be advantageous to consider it for use with the test-bed.

The CULA library is compatible with Python, C/C++, For-
tran, and Matlab. When using C/C++, the library is designed
in such a way that the user may simply replace existing func-
tions in the program with those from the library. CULA is de-
signed such that it automatically handles the memory allocation
required with GPGPU programming. This is the most attrac-
tive feature of this software because it allows users who are not
experienced with GPGPU programming to take advantage of
the increased speed it offers. The code is also flexible enough
so that more experienced programmers can manually adjust the
memory allocation for the GPU. Such features are very valuable
to our lab because they allow a diverse set of people to work with
the GPUs, while still retaining the option for more advanced
programming. CULA can also use the Matlab MEX compiler
to compile code from within the Matlab environment, which is
capable of utilizing the GPGPU parallel structure. From the de-
scriptions given, this seems to be very similar to the open source
library GPUmat. Our lab has investigated GPUmat in the past
as a means for GPGPU programming, but it was felt that it still
lacked many of the functions we would require for our work.
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Support for such work is widely available through both pri-
vate industry and online communities. Nvidia hosts forums re-
lating to CUDA. GP-you.org is a free online community which
even offers a toolbox called GPUmat, which is geared specifi-
cally toward utilizing GPU processing with Matlab. CULA of-
fers more functions than GPUmat, and depending on the license
we acquire, even has private support.

IV. MICROGRID TESTBEDS FOR SMART GRID

A microgrid is a localized grouping of electrical sources and
loads. Normally, the microgrid can operate connected to, and
synchronous with the main electrical power grid. However, in
some severe situations, e.g., blackout, electrical outage, low
power quality, and so on, the microgrid can be isolated from
the main electrical power grid [37] and function autonomously.
Compared with the traditional macrogrid, microgrid should
contain distributed generators or distributed energy resources.
Because of independent control strategy and versatile power
sources, microgrid can at least increase the local reliability of
power system, reduce the power loss, maintain the local power
voltage, and enhance power utilization and efficiency.

However, in the current scenario, development of an intelli-
gent microgrid is still in the incipient stages, and there are many
open issues for microgrid from both theory and implementation
considerations. Economic and regulatory issues in microgrid
implementation have been discussed in [38]. An overview of
ongoing research, development, and demonstration projects for
microgrid have been mentioned in [39]. The research activities
in Europe, the United States, and Japan are introduced. Though
the application of distributed energy resources can potentially
reduce the need for traditional power system expansion, con-
trolling a huge number of distributed energy resources leads to
a daunting challenge for operating and controlling the network,
safely and efficiently [39]. The potential role of microgrid in a
wider emerging global electrical energy future has been further
explored in [40]. [40] tried to address the issue whether the mi-
crogrid is a viable paradigm for electricity supply expansion.

A. Microgrid Testbeds

Microgrid is a new model for the power grid with a vision to-
wards operating the utility system as efficiently as possible with
connectivity to real-time data through advanced communica-
tions. First, integrated renewable or distributed energy sources,
like wind, solar, and microturbines, installed in every single
house can support the local loads without or with less exchange
of power with the main electrical power grid, thereby signifi-
cantly reducing power loss in the transmission lines. Second,
intelligent communications and efficient power dispatch solu-
tions provide real-time, reliable interaction with consumers and
markets. Third, battery and inverter technology, such as plug-in
vehicles and energy storage, have been evolving such that a
utility can justify the capital cost of the installation based on
the difference in price, buying energy at night at a low price
and selling it back during peak daytime rates. All these tech-
nologies enable the microgrid to optimize the use of resources,
secure from threads and hazards, and communicate efficiently
between customers and suppliers. For the purpose of demon-
strating and testing the compatibility of intelligent communica-

Fig. 8. Microgrid testbed.

tion methods with renewable energy sources within the micro-
grid, a microgrid testbed is proposed as shown in Fig. 8. One
lab-based smart grid testbed has been reported in [41]. Intelli-
gent power switch hardware is used to control the behavior of
the power grid testbed. Some functions, such as real-time de-
mand response, price driven demand response, disruption re-
silience with self-healing as well as flow balance using multiple
path, are demonstrated [41]. However, we will focus more on
the microgrid testbed and try to make the testbed real, versatile,
and comprehensive.

The microgrid under our investigation consists of
smart houses or smart buildings. There is one smart meter in-
stalled in each smart house. The smart meter is connected to
the main electrical power grid through the medium voltage or
low voltage power distribution network. In order to implement
distributed control, the interconnection among different smart
meters is assumed. In addition, several submeters in each smart
house are affiliated to the corresponding smart meter. These sub-
meters are used to execute the control signaling to the related
power loads and secondary power sources.

Assume for the smart house , there are power
loads or power appliances. The power required for power load

is defined as . means the time when
the energy is consumed by power load . Here the control
resolution is one hour and the control horizon is one day. Hence,

. Furthermore, five parameters ,
, , , and are specified for power load .
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is the total energy needed by power load . and
are the starting time and ending time, respectively, for power
load to consume energy. and are the minimum
and maximum power levels, respectively, for power load to
work properly. Thus mathematically speaking,

(1)

Assume for the smart house , there are sec-
ondary or renewable power sources such as wind turbine, solar
panel, fuel cell, photovoltaic, and so on. The output power of the
secondary power source is dependent on several factors. The in-
tensity of sunlight has an impact on the output power of solar
panel. The strength and direction of wind can influence the capa-
bility of the wind turbine. In addition, there is no dedicated en-
ergy storage for each secondary power source. The output power
of the secondary power source is defined as .
The value of for any , and can be known by statistical
methods.

Assume for smart house , there is one energy storage. For
load variation and supply intermittency, local energy storage
is a promising option for the microgrid, particularly given the
emergence of new battery technologies [38]. The capacity of
energy storage is . The charging rate is , and
the discharging rate is . Correspondingly, the max-
imum charging rate and discharging rate are and

respectively. Thus,

(2)

Furthermore, for energy storage, the charging and discharging
operation cannot be executed simultaneously,

(3)

The efficiency of charging and discharging is . The ini-
tial energy in energy storage is which should be less
than or equal to . Thus,

(4)

and

(5)

In one smart house, if the power generated by the secondary
power sources is larger than the power required by the power
loads, the surplus power will be saved in energy storage for the
future usage. If supply is less than demand, the available energy
saved in energy storage will be used to support the operation
of power loads. Additionally, the smart house can purchase the

power from the main electrical power grid when electrical price
is low, and save it in energy storage.

In order to shift energy consumption, and reduce the peak-to-
average ratio (PAR) in the load demand, the concept of real
time electrical price is introduced to the smart grid. The real
time electrical price is a function of time. The ceiling capacity
of power usage can be reduced by charging higher fees during
peak hours [42]. Furthermore, the electrical price is assumed to
be independent of the amount of energy consumption for each
smart house. hence, the real time electrical price is defined as ,
which is given for the following day control. One solution for
predicting real time electrical price has been presented in [43].
The unit of is dollars per kWh.

Besides smart houses, there is one microgrid central con-
troller, one common energy storage, and common
secondary power sources in the microgrid. These resources are
shared by smart houses within the microgrid. The microgrid
central controller is connected to the main electrical power grid,
the common energy storage, the common secondary power
sources, and smart meters in smart houses. The microgrid cen-
tral controller together with smart meters takes responsibility
of the operation, maintenance, administration, and provisioning
of microgrid. The point of emphasis for the microgrid central
controller is on the performance of the whole microgrid, while
the smart meters takes more care of the preference for each
smart home.

The interconnection for power flow between different smart
houses is highly complicated, hence, the common energy
storage is very important for the microgrid. The common
energy storage can be treated as energy-exchanging hub within
the microgrid. If the smart house has the surplus energy, this
portion of energy can be sold to the common energy storage at
the selling price . If smart house has a power shortage,
it can purchase the energy from the common energy storage
instead of the main electrical power grid with the buying price

. All the transactions of energy among smart houses within
the microgrid is controlled by the microgrid central controller.
Auction theory [44] can be explored in the microgrid central
controller to determine the trading price and the trading quan-
tity of energy. Similarly, for the common energy storage, the
capacity , the charging rate , the discharging
rate , the maximum charging rate , the max-
imum discharging rate , and the efficiency
are defined. In addition, the microgrid can also purchase the
power from the main electrical power grid and save it in the
common energy storage.

The output power of the common secondary power sources
will serve the entire community within the microgrid. The
energy generated by the secondary power sources will be fed
into the common energy storage. All smart houses can purchase
this portion of energy from the common energy storage. Simi-
larly, the output power of the common secondary power source

is defined as .
If power flow between any two smart houses is permitted,

two options are considered based on the basic system model. In
this way, power loss can be reduced. The smart house can sell
the surplus power to its neighbor instead of the common energy
storage which is far away. One option to realize this is to enable
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power transaction between the smart houses under the control
of the microgrid central controller. The microgrid central con-
troller uses price as an economic lever to optimize the system
performance. The other option is to implement distributed con-
trol in the various smart meters to determine the potential power
transaction. In this manner, power transaction is performed in a
distributed fashion. Though smart meters can cooperate to share
and exchange information, the power transaction decisions by
the smart meter will be self-enforcing.

B. Control Strategy

Though compared with the main electrical power grid, the
microgrid is a small system, a sophisticated control strategy
is still needed to make the microgrid work efficiently. Control
in microgrid refers to the activities, procedures, methods, and
tools that relate to the operation, maintenance, administration,
and provisioning of the microgrid. From the perspective of the
whole microgrid system, central or cooperative control is nec-
essary [45], whereas for the interest of each smart house, dis-
tributed or noncooperative control with selfish objective is pre-
ferred. Therefore, control strategy for the microgrid should be
layered and hybrid.

From a theoretical point of view, layering as optimization de-
composition [46] is one of the general and analytic methodolo-
gies for control strategy design. It uses common mathematical
language for thinking, deriving, and comparing [46]. Based on
this mathematical framework, the control strategy relates to the
decomposition scheme of the optimization problem. The overall
optimization problem is decomposed into several subproblems.
Different subproblems will be solved by different functions,
which will be allocated to different control layers and different
control modules, such as the microgrid central controller and
smart meters.

There are two main decompositions, i.e., vertical decomposi-
tion and horizontal decomposition [46]. Vertical decomposition
maps an optimization problem into several subproblems which
correspond to different control layers. Different functions
are allocated to different control layers to solve these sub-
problems. Horizontal decomposition is executed within one
function and decomposes central computation into distributed
computation over geographically different control modules.
Vertical decomposition across the control layers and horizontal
decomposition across the control modules can be conducted
together to decompose the optimization problem systematically
[46]. Furthermore, decomposition structures are not limited
to aforementioned vertical decomposition and horizontal de-
composition. Partial decomposition, multilevel decomposition,
and their versatile combinations can lead to many alternative
decompositions [47]. These alternative decompositions can be
exploited as a way to obtain different novel control strategies
[47].

Price-based utility function can be exploited as a design ob-
jective for the microgrid. These price-based utility functions at
least cover: 1) prices for purchasing power from the main elec-
tric power grid at different times; 2) prices for purchasing power
from the common energy storage or other smart houses within
microgrid; 3) equivalent prices for obtaining power from the
secondary power sources; 4) equivalent prices to maintain the

microgrid with the consideration of reliability, stability, security,
scalability, and so on. Though the real time electrical prices are
dynamic, the price stability should also be taken into account
[48] to avoid the extreme price volatility. In the microgrid, there
are so many restrictions and limitations for the microgrid oper-
ation, which can be formulated as the constraints in the opti-
mization issue. Load balancing is the main design requirement.
Electrical generation should be at least matched with power con-
sumption or demand together with power loss in the microgrid.
The carrying capacity of the microgrid, the limitation and effi-
ciency of storage should also be taken into account.

Besides, in order to make the microgrid smart and intelli-
gent, the function of knowledge representation and reasoning
should be added into the control strategy. Knowledge represen-
tation and reasoning means the representation of knowledge in
a manner that helps in inferencing from knowledge. Therefore,
control strategy can be augmented by this kind of knowledge
plane that can span vertically over control layers, and horizon-
tally across control modules. There are at least two categories
of functions in knowledge representation and reasoning. One is
a representation of related knowledge. The other is a cognition
loop using artificial intelligence, e.g., machine learning. Predic-
tion is the main function within this framework. Prediction re-
sults are very important information for the control strategy to
make a decision beforehand to tackle possible situations in the
future. In this way, the operation of the microgrid will be effi-
cient, smooth, and stable.

In order to solve the specific optimization problem for micro-
grid control, heuristic algorithms, e.g., particle swarm optimiza-
tion (PSO), and genetic algorithms, Markov decision process
(MDP), and game theory can be explored. A heuristic algorithm
is an experience-based technique that helps in problem solving.
Heuristic algorithms can give feasible solutions close to the best
answer or the optimal solution. Heuristic algorithm is also suit-
able for large, complex, nonconvex optimization problems. Co-
ordinated scheduling of residential distributed energy resources
in smart houses has been studied in [49] based on coevolu-
tionary PSO. The coevolutionary PSO with stochastic repulsion
among the particles is proposed to generate the best solutions to
the case study in [49]. Genetic algorithms have also been used to
design optimal placement of hybrid PV-wind systems [50]. Per-
formance improvement and cost minimization are taken into ac-
count. Multiobjective genetic algorithms have been exploited to
find the solution to optimum economic and environmental per-
formance problems for small autonomous hybrid power systems
with renewables [51]. Because of conflicting interest between
economic objectives and environmental criteria, the target is to
find a set of nondominated solutions called Pareto-set instead of
a single optimal solution [51].

MDP provides a mathematical framework for modeling de-
cision-making in situations where outcomes are partly random,
and partly under the control of a decision maker. MDP is a dis-
crete time stochastic control process. Thus, MDP can take time
and stochastic factors into the optimization problem, which
can be solved via dynamic programming and reinforcement
learning. Among the renewable resources, wind generation
has most variability and uncertainty, and exhibits multilevel
dynamics across time [52]. Hence, multiple timescale dispatch
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and scheduling for stochastic reliability in the smart grid with
wind generation integration have been studied in [52].

In the microgrid, there will be more than one element,
agent, controller, or decision maker. The control algorithm for
the system with a single agent cannot be well suited for the
distributed control or noncooperative control. How to solve
the multiagent control issue? Game theory gives a general
control methodology to deal with interaction, competition,
and cooperation among decision makers in a complex system.
Game theory is widely used in social sciences, economics,
engineering, and so on. For the smart grid, energy consumption
scheduling issue has been formulated as a game theory problem
[53]. The aim of scheduling is to reduce the total energy cost as
well as PAR in the load demand [53]. Based on the assumption
that the charge for each subscriber is proportional to his/her
total daily load, the energy consumption game can be solved
distributively with minimum exchanging information [53]. In
addition, the unique Nash equilibrium of the energy consump-
tion game is the optimal solution to the central scheduling
problem [53]. The work in [53] has been extended by [54].
Different control strategies based on the degree of information
sharing in the network are studied [54]. Partial knowledge set-
ting and blind setting are considered. The proposed distributed
stochastic energy consumption scheduling algorithms can still
successfully exploit the limited information to improve the
overall load profile [54] In the context of the electrical power
system, auction theory is a popular approach to deal with the
power control issue from an economic point of view. Auction
theory is a kind of game theory, and deals with how agents
act in auction markets. Operation of a multiagent system for
microgrid control has been presented in [55]. Auction theory
has been exploited as the foundation of the proposed algorithm,
the main idea being that every distributed energy resource or
controllable load decides what is best for it, taking into account
the overall benefit [55].

We take one control problem in the single smart house as
an example. Given the real-time electrical price of the main
electrical power grid, the output power profile of the secondary
power source, the power consumption profile of the power load
shown in (1), we would like to see how the capacity of en-
ergy storage can affect the cost of purchasing the power from
the main electrical power grid. The key point is that the smart
house can purchase the power from the main electrical power
grid when the electrical price is low, and save the power in
energy storage for future usage. However, there are some con-
straints for energy storage shown in (3) and (5). Fig. 9 shows the
total cost of purchasing power affected by the capacity of energy
storage. Though the quantitative results shown in Fig. 9 depend
on the simulation setting, the qualitative conclusion is definitive.
The introduction of energy storage can reduce the total cost.
The total cost is decreased as the capacity of energy storage in-
creases. However, when the capacity of energy storage is above
some threshold, the higher capacity energy storage cannot bring
any more benefit. Furthermore, buying, installing, and main-
taining the higher capacity energy storage requires more money.
Hence, the energy storage with proper capacity should be ex-
ploited to gain benefit for the power consumption in the smart
house.

Fig. 9. The total cost affected by the capacity of energy storage.

C. Security Consideration

Security is as important or more important than any other
performance of interest for the microgrid. To realize a secure
system, security should pervade every aspect of the system de-
sign, and be integrated into every system component [56].

For information flow, information security for the microgrid
should include data confidentiality, data authenticity, data
integrity, data freshness, data privacy, public key infrastructure
[57], trusted computing [57], attack detection, attack surviv-
ability, intelligent monitoring, cybersecurity, and so on. For
power flow, autonomous recovery is the main security consid-
eration. The microgrid should have the capability of performing
real-time monitoring and quick response. Smart meters together
with many sensors should monitor the operation parameters
or operation status of the microgrid. Furthermore, the unpre-
dictable faults caused by environmental disasters, contrived
attacks, or threats and mechanical failures should be detected
as quickly as possible. False data injection attacks in electricity
markets are under investigation in [58]. The severity of such
attacks is that the attacks can bypass the bad data detection with
the knowledge of the system configuration, and cause prof-
itable financial misconduct [58]. With regards to cyberattack
impact analysis for the smart grid, a graph-theoretic approach
is explored in [59]. This is the unifying and comprehensive
framework to model the interaction and functionality in the
dynamic system, and derive the influence of attack behavior.
Based on the monitored data, the microgrid can adjust itself to
maintain the optimal operation mode, or recover itself to the
correct working condition. Prediction capability is also needed
in the microgrid to ensure its security. The microgrid should
continuously search for hidden troubles or latent dangers in the
system. In addition, the consequences of such latent dangers
will be predicted and evaluated. After analysis, feasible solu-
tions will be given to make the system run in a stable manner.
Isolation or islanding is another way for the microgrid to carry
out autonomous recovery. If the main electrical power grid
breaks down, the microgrid can be isolated and work indepen-
dently. In this case, the control strategy should be changed and
operation parameters should be reset. Cascade failures cannot
propagate from one system to another [60]. However, the
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seamless transition is of particular importance for the security
consideration [45].

Energy storage cannot only reduce the total cost of pur-
chasing power from the main electrical power grid as shown
in Fig. 9, but also secure the microgrid. The surplus power can
be saved in energy storage temporarily. Otherwise, this portion
of power can have an adverse impact on the quality of power
within the microgrid. Furthermore, secondary power sources
can also gain the benefit of security for the microgrid. Refer-
ence [61] studies show how much distributed generators can
mitigate cascading failure in the power grid. The conclusion
is that when only a small number of distributed generators are
used, the likelihood of cascading failure can be dramatically
reduced [61].

Besides, for the security of the microgrid, control or opti-
mization with uncertainty should be taken into account, because
the microgrid is a dynamic complex system, and many of the
variables in the corresponding control or optimization problem
cannot be deterministic or known for sure. There are two basic
approaches to deal with the optimization issue with uncertainty.
One is robust optimization, and the other is stochastic optimiza-
tion. In robust optimization, the uncertainty model is determin-
istic and set-based [62]. In contrast, in stochastic optimization,
the uncertainty model is assumed to be random [62]. Robust
optimization, which is a conservative approach [63], can guar-
antee the performance for all the cases within the set-based un-
certainty. In other words, robustness means the performance is
stable with the bounded errors. However, stochastic optimiza-
tion can only guarantee the performance on average for the un-
certainty with known or partially known probability distribution
[63] information. Therefore, there is a trade-off between robust-
ness and performance.

Correspondingly, robust control and stochastic control can be
explored to address the control issue with uncertainty. In this re-
gard, we can take the well studied MDP as an example. When
the transition matrices are uncertain, and the uncertainty is de-
scribed by possibly nonconvex sets, a robust control problem
for a finite-state, finite-action MDP has been well addressed
in [64]. Furthermore, it is worth noting that partially observ-
able Markov decision process (POMDP) can be treated as one
case in stochastic control for MDP, in which a controller is de-
signed to address the probability of uncertainty in the data. In
POMDP, the observation is not deterministic, and the partial ob-
servation brings the uncertainty in terms of observation prob-
ability to the controller. MDP can be efficiently solved by a
value iteration algorithm, policy iteration algorithm, or linear
programming. However, solving a POMDP is not easy. The
first detailed algorithm for finding exact solutions for POMDP
have been introduced in [65]. There exists some software tools
for solving POMDP, such as pomdp-solve [66], MADP [67],
ZMDP [68], APPL [69], and Perseus [70]. Besides, for the mul-
tiagent system, a single agent POMDP can be extended to mul-
tiagent PODMP, interactive POMDP, or decentralized POMDP
[71].

D. Kernel GLRT for Malicious Data Attack

False data injection attack or malicious data attack has been
thoroughly studied in [72]. The attacker with the knowledge
of the power system configuration can launch such an attack
to cause errors in the certain state variables while evading the
existing bad data detection in power system state estimation
[72]. Two papers [73], [74] also discuss malicious data attack
on smart grid state estimation. Both attack strategies and coun-
termeasures are given.

In [73], [74], a detector based on the generalized likelihood
ratio test (GLRT) is introduced. GLRT performs very well when
the large amount of data are available. DC power flow model is

(6)

where is the measurement vector; is the system state vector;
is the malicious data vector; is Gaussian measurement noise

vector; is the deterministic system matrix. We assume at
most measurements are compromised. Under the framework
of GLRT, the distribution of under the two hypotheses differ
only in their means if the state variables are random with a multi-
variate Gaussian distribution and multiple mea-
surements are performed under the same [73], [74]

(7)

where and denotes transpose operator.
Due to the unknown , the GLRT reduces to solve the fol-

lowing optimization problem [73], [74],

(8)

Currently, the kernel method becomes very popular in the so-
ciety of machine learning. Low dimensional data can be im-
plicitly mapped to the high dimensional feature space by the
kernel trick [75]–[78] and nonlinear characteristics of data can
be explored implicitly by using different kernels [79]. GLRT
can be extended to kernel GLRT. Kernel GLRT is applied to
kernel matched subspace detector for hyperspectral target de-
tection [79]. Kernel GLRT in the original input space is equiv-
alent to the linear GLRT in the feature space [79].

Assume , the two hypotheses in the feature
domain corresponding to (7) are

(9)

where is a nonlinear mapping function.
Assume and are the estimated covariance matrix

and sample mean of in the feature space, which are given by

(10)
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and

(11)

where is one sample of and the number of samples is
. Thus, the optimization problem (8) can be extended into the

feature space as

(12)

Based on the kernel trick and the exact derivation in [80], the
objective in the optimization problem (12) can be simplified.
We do not need to know emplicitly. The objective will be the
nonlinear function of , , and with the
known kernel function. Kernel GLRT opens a new window for
the traditional detection problem. The nonlinear characteristics
of data or the high order correlations among the data can be
exploited by the kernel method, which brings the performance
gain [80].

E. ICA for Recovery of Smart Meter Transmissions in the
Presence of Strong Interference

ICA is a statistical signal processing technique for recov-
ering statistically independent source signals from their linear
mixtures [81]–[84]. ICA has also been applied to load profile
estimation in electric transmission networks [85]. ICA is very
closely related to the method called blind source separation
(BSS) or blind signal separation [86]–[88]. The term “blind”
refers to the fact that we have little or no knowledge about the
system which induces mixing of the source signals.

In this section, the ICA technique is applied for recovering
the simultaneous wireless transmissions of the smart meters in-
stalled at each home. The smart meter measures the current load
at each home, and reports that information to the control center
at the power utility station. In order to achieve this, each smart
meter is equipped with a wireless transmitter, and the AP at the
power utility control center collects all the wireless transmis-
sions for processing the information. However, before the trans-
mitted signals can be decoded, it is imperative to separate the
signals received from all the smart meters. In [89], the concept
of compressed sensing [90], [91], was exploited to recover the
sparse smart meter data transmissions by applying the basis pur-
suit algorithm [92]. However, in [89], it was assumed that the
AP has accurate knowledge of the channel flat fading param-
eters from the channel estimation period of the data frame. In
this paper, the statistical properties of the signals are employed
to blindly separate the signals using ICA. Therefore, this elimi-
nates the need for estimating the parameters of the channel in
each frame. In this manner, more information can be sent in
each frame. Furthermore, to enhance the security of transmitted
data, the recovery of the smart meter transmissions in the pres-
ence of a strong wideband interference or jamming signal is also
considered. In this regard, the recently developed method of ro-
bust PCA is used [14], [93]. The robust PCA method exploits

the low-rank and sparseness property of the autocovariance ma-
trices of the smart meter signal and wideband interferer, respec-
tively, to effectively separate them prior to ICA processing.

1) Signal Model and Receiver Block Diagram: The system
consists of N smart meters managed by an AP, similar to the
illustration given in [89]. The channel parameters are assumed
to be Rayleigh flat fading in nature, with a large coherence time
indicating a slow time-varying channel. The data transmission
section in the frame is divided into several time slots during
which the active smart meters can simultaneously transmit their
readings. In mathematical form, the data transmission matrix
received by the AP can be expressed as the following ICA signal
model

(13)

is the Rayleigh flat fading channel matrix between the me-
ters and the AP, is the pseudorandom spreading code matrix
for the meters, is the source signal matrix transmitted by the
meters, and is the additive white Gaussian noise (AWGN).
The spreading code is known only to the AP and meters, pre-
venting unauthorized people from accessing and tampering with
the data. Replacing by the matrix , (13) becomes

(14)

In the context of ICA, is called the mixing matrix. ICA at-
tempts to recover by estimating a matrix that approximates
the inverse of . In this manner, an estimate of the source signal
matrix can be obtained as given by the following equation:

(15)

The main advantage of employing ICA is that it allows the
smart meters to transmit simultaneously, as opposed to the
popular carrier sense multiple access (CSMA) protocol, which
uses a random backoff to avoid collisions in transmissions. This
could result in significant delay in data recovery. In addition,
ICA is a ”blind” process, which means that it does not need
any prior knowledge of the channel or the PN code matrix. As
long as the smart meters transmissions are independent, which
is always the case, since the meters are spatially separated, ICA
can exactly recover all the smart meter signals. However, in the
event of strong interference (14) becomes

(16)

ICA cannot recover the source signals in the presence of
the interferer , since it is not part of the signal mixing model

. As a result, has to be separated from the observation
matrix , before ICA can be applied. To accomplish this, the
second order statistics of the signal and interferer is exploited.
In particular, the autocovariance function of each row of is
computed. Rewriting (16) in terms of the autocovariance ma-
trices, we obtain [94]

(17)

In (17), is the low-rank autocovariance matrix of the signal
mixture, is the sparse autocovariance matrix of the wideband
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Fig. 10. Robust PCA-ICA based receiver for smart meter data recovery.

interferer consisting of only diagonal entries, and is the au-
tocovariance matrix of the AWGN component. Therefore, (17)
can be written as

(18)

where is the power of the interferer, and is the identity
matrix. In this manner, (17) exactly fits the robust PCA matrix
model [14]. Therefore, the robust PCA technique can be readily
applied to recover the low-rank signal autocovariance matrix
from the sparse interferer autocovariance matrix. This proce-
dure is repeated for all the rows of the observation matrix .
Therein, once the interferer is separated from , the signal
model becomes similar to (14), and ICA can be applied to re-
cover the source signals or smart meter transmissions .

The baseband model of the robust PCA-ICA based receiver
(central node or access point) for recovering the simultaneous
transmissions of the smart meters is illustrated in Fig. 10. The
basic receiver functions such as down conversion, analog-to-
digital conversion, synchronization, etc. are assumed to be com-
pleted prior to the data recovery stage in the proposed receiver.

2) Simulation Results: A smart meter network consisting of
meters is assumed, with data transmissions in quadra-

ture phase shift keying (QPSK) modulation format. As a result
of the transmitted data being complex valued, a complex Fas-
tICA separation algorithm with a saddle point test called Fi-
caCPLX [13] is used for the blind recovery of source signals.

Since ICA is a block based technique, the processing block
length (number of columns of ) is assume to be 1000 sym-
bols. In the first set of simulations, the performance of the ro-
bust PCA-ICA method is studied for different values of
from 1 to 5. The signal-to-noise ratio (SNR) is set at 20 dB.
The signal-to-interference ratio (SIR) is used as the measure of
performance, and is given by the following equation:

SIR

(19)

where is the permutation matrix of order N , in our
case, a 10 10 matrix. and are the absolute
maximum values of the row, and columns of , respec-
tively. Ideally, should be a permutation matrix consisting of
only 1’s. However, due to the amplitude ambiguity introduced
by the ICA technique, the recovered signals have to scaled ac-
cordingly. This can be accomplished by including a small pre-
amble at the beginning of each frame. The SIR (dB) achieved for
different for QPSK modulation with and without the robust
PCA method is shown in Fig. 11. The corresponding constella-
tion plots for the smart meter 1 signal before and after applying



IE
EE

 P
ro

of

Pr
in

t V
er

sio
n

14 IEEE TRANSACTIONS ON SMART GRID

Fig. 11. SIR(dB) versus for QPSK modulation.

Fig. 12. Scatter plot before applying ICA.

the FicaCPLX algorithm is shown in Figs. 12 and 13, respec-
tively.

In the second set of simulations, , and the SNR is
varied from 5–30 dB. For each SNR, the SIR (dB) is plotted in
Fig. 14.

In the third set of simulations, , and SNR is set at
20 dB. The processing block length is varied between 500 and
1000 symbols. For each block length, the SIR (dB) is plotted in
Fig. 15.

V. CONCLUSION

Roughly speaking, the smart grid has two flows: power flow
and information flow. This paper mainly deals with the second

Fig. 13. Scatter plot after applying ICA.

Fig. 14. SIR (dB) versus SNR (dB) for QPSK modulation.

one. The big picture is to “sense, communicate, compute, and
control.” This paper takes this picture further by addressing the
system hardware requirements and testbed developments. This
paper is the first to systematically investigate the new idea of
using the next generation wireless technology, cognitive radio
network, for the smart grid. In particular, system architecture,
algorithms, and hardware testbed are studied in detail. A mi-
crogrid testbed is also proposed. Control strategies and security
considerations are discussed. The technique of ICA with robust
PCA is applied to smart meter wireless data recovery in the pres-
ence of strong wideband interference. When the network testbed
is available, the feasible algorithms for smart grid will be ex-
plored in the context of security and reliability.
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Fig. 15. SIR (dB) versus block length for QPSK modulation.
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