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Efficient and Secure Wireless Communications for
Advanced Metering Infrastructure in Smart Grids

Husheng Li, Shuping Gong, Lifeng Lai, Zhu Han, Robert C. Qiu and Depeng Yang

Abstract—An experiment is carried out to measure the power
consumption of households. The analysis on the real measurement
data shows that the significant change of power consumption
arrives in a Poisson manner. Based on this experiment, a novel
wireless communication scheme is proposed for the advanced
metering infrastructure (AMI) in smart grid that can significantly
improve the spectrum efficiency. The main idea is to transmit only
when a significant power consumption change occurs. On the
other hand, the policy of transmitting only when change occurs
may bring a security issue; i.e., an eavesdropper can monitor
the daily life of the house owner, particularly the information
of whether the owner is at home. Hence, a defense scheme is
proposed to combat this vulnerability by adding artificial spoofing
packets. It is shown by numerical results that the defense scheme
can effectively prevent the security challenge.

I. INTRODUCTION

Advanced metering infrastructure (AMI) [3] is a key task
in smart grid [6] [4]. In such a system, each power user
is equipped with a smart meter with the capability of two-
way communications, which can monitor the power activities,
report the power consumption and receive power price. The
power consumption report can be used to achieve the balance
of power demand and supply by setting the correct power price
[8] [9] [12] [14] [17].

Due to the importance of AMI, more and more studies are
paid to the mechanism of communications for AMI. Among
many communication technologies, wireless communication
is a promising one due to its inexpensive devices and fast
deployment. Various schemes have been proposed for the
AMI communications, such as Worldwide Interoperability for
Microwave Access (WiMAX) [2], 4G Long Term Evolution
(LTE) [16], IEEE 802.11 [18] or even compressive sensing
based multiple access [10]. However, most existing studies are
more focused on the basic designs of communication such as
link budget or signal processing algorithms, but did not take
the fundamental characteristics of AMI data into account.

In the viewpoint of the authors, the major challenges of
wireless communications in smart grid include:
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Fig. 1: Measurement using AEMC CL601 clamp.

• Efficiency: Since frequency spectrum is a very expensive
resource, it is desirable to utilize the spectrum efficiently.
This requires a thorough study on the information source,
i.e., the power consumption data, in order to avoid
unnecessary redundancy in the transmissions.

• Security: The power consumption report in AMI may
carry much private information of the power users [11].
Even if the packets are protected by encryptions, the data
transmission pattern may still disclose some important
information, if the data transmission times are dependent
on the power consumption activities.

To address the above two challenges, in this paper we
carry out a measurement experiment for household power
consumption using a power clamp, as shown in Fig. 1. Using
the collected power consumption data, we have found that
the power consumption stays constant for the majority of the
time and the change of power consumption arrives in an
approximately Poisson manner. Hence, we propose to let smart
meters transmit only when there is a significant change in the
power consumption, which is coined the policy of Change
and Transmit (CAT), thus significantly saving the spectrum
requirement. We will also analyze the performance of various
multiple access schemes using the policy of CAT. However,
the policy of CAT incurs a vulnerability to the AMI system,
i.e., an eavesdropper can easily obtain the power consumption
information by monitoring the radio activity of smart meter.
Particularly, an eavesdropper can detect whether the household
owner is at home or not, which is called Presence Privacy
Attack (PPA). Hence, in this paper, we propose a scheme
of spoofing the eavesdropper by sending artificial dummy
packets, which is coined Artificial Spoofing Packet (ASP).
Using the real measurement data, we will demonstrate the
effectiveness of the ASP scheme. In summary, in this paper we
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address both the efficiency and security issues of wireless AMI
by proposing both CAT and ASP schemes, which can provide
significant insights to guide the detailed design of wireless
communications for AMI.

Note that there have been many studies on the power
consumption of users, which is of key importance for the
pricing in power market. However, in traditional studies, most
of them are focused on the modeling of long-term power
consumptions, e.g., the hourly or daily or weekly consumption.
An excellent survey can be found in [19]. In recent years, due
to the demand of study on smart meters, there have been some
studies on short-term power consumptions [13] [15]. However,
to the authors’ best knowledge, there have not been any studies
using the same modeling as that in this paper. It should also
be noted that the conclusions obtained in this paper is valid to
only the measurements obtained by the authors. We will use
more measurements from more power consumers to verify the
conclusions in our future study.

The remainder of this paper is organized as follows. In
Section II, we describe the measurement experiment of power
consumption and model the changes in power consumption.
In Sections III and IV, we discuss the efficient and secure
multiple access schemes, namely the CAT and ASP schemes.
The conclusions are drawn in Section V.

II. MEASUREMENT AND MODELING

In this section, we introduce the measurement that we have
carried out and the corresponding modeling for the data of
power consumption.

A. Measurement

We have carried out a measurement experiment to obtain the
real power consumption data. An AEMC CL601 clamp is used
to measure the current flowing through the main cable of the
house/office, as shown in Fig. 1. Since the voltage is 110V, the
power consumption is proportional to the current (we assume
that the power factor1 is approximately constant). The power
clamp can sample the current every 500ms2 and record the
corresponding value in the memory. When the measurement
is completed, the data can be downloaded to a computer using
a USB cable. The quantization step of the current is 0.1Arms.
The measurement lasts for 33 days. The 24 hour measurement
for the first author’s house on Oct. 22, 2010 is shown in Fig.
2. An interval of 25 minutes is shown in Fig. 3.

From the measurement, we observe the following features
of the power consumption data:

• For most of the time, the power consumption keeps
constant. Changes could occur randomly (e.g., the electric
oven is turned on). From the viewpoint of communi-
cations, only the change implies information. There is
no need for the smart meter to send messages when the
power consumption does not change.

1Power factor means the ratio between the average real power and apparent
power and equals the cosine of the phase difference between voltage and
current. It measures the capability of the load converting the electricity into
real power.

2This sampling time period is such smaller than necessary for smart meters;
however, it can be used to analyze the activities of household appliances.

Fig. 2: Measurement report for 24 hours on Oct. 22, 2010.
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Fig. 3: Measurement spanning 25 minutes.

• There are also some periodic power consumption
changes, as shown in Fig. 2, which is due to the on and
off of refrigerator. However, the change is sporadic (once
per more than 10 minutes), which does not cause much
impact on the communications.

• The probability of power consumption change changes in
different time intervals. Here we define a change as the
event that the difference of two successive measurements
is more than a threshold γ (Arms). For the measurement
in Fig. 2, we have obtained the probability of change in
different hours, which is shown in Fig. 4 for different
γ’s. Note that the probability of change is defined as the
probability that the difference of the current between the
current and the next time slots is larger than γ, which is
obtained from the statistics in the measurements. We ob-
serve that the change probability achieves the maximum
during the dinner time, which is due to the use of electric
oven. This implies that, if the smart meter sends data
only when the power consumption experiences a signifi-
cant change, the communication requirement changes in
different periods of the day. Hence, a dynamic spectrum
allocation may improve the efficiency of spectrum (e.g.,
in the midnight, the spectrum allocated to the smart meter
network can be reduced)3.

Note that the above observation is dependent on the mea-

3This observation may motivate the application of dynamics spectrum
access for AMI. However, this is out of the scope of this paper.
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Fig. 4: The probability of change in different hours.

surement data and the setup of the threshold γ. For measure-
ment in other locations such as office, the power activity may
not have the pattern of households power consumption. When
we choose much higher threshold γ or choose much longer
time scales such as minutes (in this paper the time scale is sub-
seconds), the distribution of the power consumption changes
may be significantly changed. In our future study, we will
obtain more measurements from more households or from
other types of power users such as offices, thus obtaining more
general characteristics of power consumption process.

B. Modeling

From the view point of communications, the power con-
sumption dynamics data is the source of information. To
compress the information source, or equivalently achieving an
efficient source coding, we need to study the characteristics of
the power consumption dynamics. For a general information
source, we should model it as a random process and then
measure the entropy rate, which indicates how many bits
are needed to encode the information source. However, the
optimal source coding could be very complicated, particularly
when the information source is not Markovian. Hence, in
this paper, we adopt the following policy: the smart meter
transmits the report only when there is a significant power
consumption change, while the source coding is independent
among different time slots (i.e., we do not consider the time
correlation in the information source), which is called the CAT
policy.

Due to the CAT policy, we focus on the modeling of
the arrivals of significant power consumption changes. In
many arrival random processes, such as customer arrivals to a
shop or packet arrivals at an Internet router, the process can
be modeled by a Poisson process, which has many elegant
mathematical properties, i.e., the number of arrivals within a
unit time satisfies the following distribution:

Pn = e−λ0
λn
0

n!
, n = 0, 1, 2, ..., (1)

where λ0 is the average number of arrivals within a unit time.
Then, can the arrival process of power consumption changes
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Fig. 5: Comparison of CDF of the change probability.

be modeled as a Poisson process? Fortunately, the answer is
yes!

1) Comparison of CDF Curves: To verify the Poisson
process modeling, we first plot the cumulative distribution
function (CDF) curves of the empirical distribution and the
Poisson distribution with an estimated average arrival number
in Fig. 5. Note that the CDF curves are obtained from the time
interval 6pm–8pm on two successive days and the time unit is
fixed as 100 seconds. We observe that the CDFs match very
well and the CDFs on different days are also very close to each
other, which implies that the distribution may be predicted
from the history (not necessarily a good prediction).

2) Kolmogorov-Smirnov Test: To be more rigorous, we used
the Kolmogorov-Smirnov test (K-S test) for the hypothesis that
the power consumption change satisfies the Poisson distribu-
tion (more details are provided in Appendix A). The metric
of the K-S test is defined as

M(F, F̂ ) = max
x

∣∣∣F (x)− F̂ (x)
∣∣∣ , (2)

where F and F̂ are the CDFs to be tested and the empirical
distribution obtained from data, respectively. Note that we used
max instead of sup in the definition since the distribution
is discrete. We used the measurement of the first author’s
home for three days. Since the distribution could change with
time, as shown in Fig. 4, we estimate different λ0 for every
two hours in each day, by assuming that the point process is
stationary. We used γ = 0.2Arms for detecting the change of
power consumption. The metrics in the K-S test are shown for
different time periods (each spans two hours) in Fig. 6. We
observe that the difference between the two CDFs is small,
which implies that the point process of power consumption
change can be well approximated by a Poisson distribution.

3) Time-varying Parameters: We also plotted the estimated
λ0 for different time periods and different days in Fig. 7. We
observe that, in all three days, the expected arrival rate (per
100s) has a peak during the dinner time, which coincides the
observation in Fig. 4. Hence, the approximation of Poisson
process is valid only within a short period of time. We also
notice that there are some fluctuations in the parameter λ0 for
the same time period and different days. For example, λ0 is
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Fig. 6: The metric of Kolmogorov-Smirnov test for different
time periods in three days.
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Fig. 7: λ0 in different time periods and different days.

very large at midnight for day 1, which is due to a ‘midnight
meal’ of the first author.

III. EFFICIENT MULTIPLE ACCESS SCHEME

In this section, we analyze the efficiency of different
schemes of multiple access for the wireless smart metering.
We first compare the different schemes. Then, analytical
results are shown for the performance. Finally we provide
the numerical results. Note that the performance is based on
the mathematical model for the power consumption changes
proposed in Section III.

A. Comparison of Different Schemes

We consider two types of multiple access schemes for the
wireless smart metering:

• Dedicated channel based: In this case, each smart meter
is assigned a dedicated channel, either in time or in
frequency. The scheme could be either time division mul-
tiple access (TDMA) or orthogonal frequency division
multiple access (OFDMA). In TDMA case, each smart
meter is allocated a time slot. In OFDMA case, the
dedicated channel could be one or more sub-carriers.

TABLE I: Comparison between Different Multiple Access
Schemes

Dedicated Channel The dedicated channel can avoid possible colli-
sions. However, in TDMA, when the smart meter
detects a change, it has to wait until its own time
slot, thus incurring a time delay. If a new change is
detected during the waiting time, the old message
needs to be discarded, thus incurring a packet loss.
In OFDMA, although the smart meter can begin to
transmit immediately, the time needed to transmit
a message is longer than that of TDMA since the
bandwidth is distributed to all the users.

Contention Based When contention is introduced, there could be
collisions, thus incurring random backoff and pos-
sibly long delay. If new changes are detected
during the backoff, the packet will be discarded.
Hence, a congestion may seriously degrade the
performance. However, if there is no collision,
the message can be sent out immediately and be
delivered quickly.

• Contention based: In this case, there is no dedicated
channel for each smart meter. When a smart meter finds
a change in the power consumption and needs to transmit
a packet for reporting the change, it senses the channel
for transmission and then transmits if the channel is idle
(CSMA), or directly goes ahead to transmit (time slotted
Aloha). If collision occurs, it chooses a random backoff
for retransmission.

The comparison between the two types of multiple access
schemes in the context of smart meter communication is
summarized in Table I.

B. Performance Analysis
We use the metrics of delay and packet loss rate to measure

the performance in a K smart meter network. We consider
TDMA and OFDMA for the dedicated channel case and
consider binary exponential backoff slotted Aloha for the
contention based scheme. Note that the delay and packet loss
are caused by the following reasons:

• Delay: For TDMA, a delay is incurred when the assigned
time slot has not arrived. For OFDMA, the packet can be
transmitted immediately; however, it takes more time to
accomplish the transmission than the TDMA case, since
the bandwidth allocated to each smart meter becomes
smaller. For the random access case, the delay is caused
by collisions.

• Packet loss: In practice, a packet could be lost due
to bad channel quality. For simplicity, we assume that
the channel quality is always good enough such that
we do not consider the packet loss caused by a bad
channel. We assume that, if an old packet has not been
transmitted successfully, it has to be discarded when a
new packet arrives. This is reasonable since the system
always demands the newest information about power
consumption. In practical systems, it is also possible to
use a buffer to store untransmitted packets if the out-of-
date information is also needed (e.g., for analyzing the
power consumption patterns). The corresponding analysis
will be much more complicated and will be studied in the
future.

Although the analysis is simple and does not include many
practical factors such as fading and thermal noise, it can
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provide a preliminary estimation on the delay and packet loss
rate of various multiple access schemes.

1) Assumptions: Throughout the performance analysis, we
use the following assumptions in order to simplify the analysis:

• We assume that all smart meters are perfectly synchro-
nized both in time and frequency.

• We assume that the time is slotted, and denote by τ the
time duration of each time slot. We assume that, in both
TDMA and time slotted Aloha schemes, a message can be
transmitted within one time slot. For OFDMA, we assume
that the bandwidth is uniformly allocated to different
smart meters; therefore, the time needed to transmit a
message is Kτ , i.e., K time slots.

• We ignore the transmission failures due to noise or fading.
Transmission failure occurs only when two or more smart
meters transmit simultaneously in the Aloha case.

• Each message contains the new value of the power
consumption. We do not consider the compression of the
message itself although it is possible to incorporate the
time redundancy into the source coding.

2) TDMA: Since the smart meter needs to wait until its
own time slot for transmitting and the change could occur at
any time slot, the expected delay is Kτ

2 . It is easy to verify
that the packet loss rate is given by

PTDMA(packet loss)
= 1− P (no new packet arrives before the assigned time slot)

= 1−
K∑

k=1

P (there are still k time slots before the assigned one)

× P (no new packet during k time slots)

= 1− 1

K

K∑
k=1

e−λ0kτ , (3)

where we utilized the fact that the probability that there are
still k time slots before the assigned time slot is 1

K , for an
arbitrary time slot.

3) OFDMA: Obviously, the delay is fixed and equals Kτ
for the OFDMA case. It is easy to verify that the packet loss
rate is given by

POFDMA(packet loss)
= P (there is a new packet during the K time slots)
= 1− P (there are no new packets during the K time slots)
= 1− e−λ0Kτ . (4)

4) Slotted Aloha: The analysis on the slotted Aloha scheme
is much more complicated [7] [20]. Here we consider only the
case in which the retransmission is rare, i.e., collision happens
very rarely. We denote by W0 the initial backoff window.
Then, the backoff window size of the r-th retransmission
is given by Wr = min

{
2r−1W0,Wmax

}
, where Wmax is

the maximum window size and the window size is a binary
exponential backoff one. Then, given that the message is
successfully transmitted, the delay is given by

D = 1 +
R∑

r=1

Dr, (5)

where R is the number of retransmissions and Dr is the delay
of the r-th retransmission. The random variable here is the
number of retransmissions, namely R. Due to the assumption
that the retransmission is rare, we can assume that all collisions
are from the initial transmissions of other smart meters. Hence,
the distribution of R is approximated by

P (R = r) ≈ (1− ps)
r−1ps, (6)

where ps is the probability that the retransmission is success-
ful, which is given by

ps = P (successful retransmission)
= P (no new packet in one time slot)
= e−Kλ0 . (7)

Note that the second equation is due to the assumption that
collision occurs only when a new packet arrives at another
smart meter, while the last equation is because e−λ0 is the
probability that no new packet arrives at a certain smart meter.

Meanwhile, the distribution of Dr is given by

P (Dr = n) =
1

Wr
, ∀n = 1, ...,Wr. (8)

By combining the above expressions, we can obtain the
distribution of D, which is that of the sum of R independent
random variables.

The event of packet loss is that a new message is generated
before the success of transmission of the current message. We
denote by p̃(R) that the packet is discarded during the R-th
retransmission. Then, it is easy to verify that the distribution
is given by

p̃(R) = (1− ps)
R−1

R−1∑
r=1

Wr∑
wr=1

(
R−1∏
r=1

1

Wr

)
e−λ0

∑R−1
r=1 wr

×
WR∑
rR=1

1

WR
(1− e−λ0rR), (9)

where the explanation is given by

• (1 − ps)
R−1 is the probability that the transmission is

unsuccessful in the first R − 1 times, thus necessitating
the R-th transmission.

• e−λ0
∑R−1

r=1 wr , where wr is the actual backoff time in
the r-th retransmission, is the probability that there is
no new packet given the backoff times in the R − 1
retransmissions.

•
∏R−1

r=1
1

Wr
is the probability that the backoff times are

given by {wr}r=1,...,R−1.
•
∑R−1

r=1

∑Wr

wr=1 is the summation of all possible backoff
times.

• 1− e−λ0rR is the probability that one or more packet is
generated in the R-th retransmission.

Then, the packet loss rate is given by

PAloha(packet loss) =
∞∑

R=1

p̃(R). (10)
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C. Numerical Results

We use numerical simulations to demonstrate the perfor-
mance of the different multiple access schemes. Unfortunately,
we do not have sufficient data for the power consumptions. We
consider the power consumptions of the same location (the
first author’s home, as mentioned before) on different days
as those of different power users on the same day. Totally,
we have K = 33, i.e., 33 smart meters from the 33 days’
measurements. Although it is still far away from practical case
in which there could be a large number of smart meters, we
scale the bandwidth such that the bandwidth allocated to each
smart meter is reasonable. The simulation results can also
provide insights for future studies. Unless noted otherwise,
we set the duration of time slot τ to be 100ms, i.e., the
transmission of each packet needs 100ms4. If each packet
contains 1k bits (including the header, payload and digital
signature), the 33 smart meters are assigned a bandwidth of
approximately 10kbps, which is reasonable when the number
of smart meters is large. We also test different thresholds of
power consumption change, i.e., γ, to trigger the report of
smart meters.

Note that the time slot of 100ms does not mean that each
smart meter needs to report every 100ms, which may be
unnecessary since the power dynamics are usually in a larger
time scale. When there are 1000 power users, the report will
be once per 100 seconds, which could be possible since the
incorporation of many renewable energy generations such as
solar panel or wind turbine has significantly increased the
variance of power generations.

The average delay and packet loss rate are shown in Figures
8 and 9, respectively, when τ = 100ms, γ = 0.1 and K = 33.
We observe that the slotted Aloha significantly outperforms
TDMA and OFDMA. Within the dedicated channel case,
TDMA outperforms OFDMA due to the long average delay
of OFDMA (the long delay also incurs packet loss). When
τ is smaller, i.e., more bandwidth for each smart meter, the
performance gain of slotted Aloha is even larger.

The average delay and packet loss rate are shown in Figures
10 and 11, respectively, when τ = 100ms, γ = 0 and
K = 33. Compared with the previous simulation results, the
message arrival rate is significantly increased. We observe
that the performance of slotted Aloha is significantly impaired
due to the congestion. However, with this configuration, the
performance is intolerable for practical systems.

In Figures 12 and 13, we changed τ to 70ms by increasing
the communication bandwidth (γ is still set to 0), thus decreas-
ing congestion level. We observe that slotted Aloha could be
better than or worse than TDMA in different time periods
in the same day. This implies that the multiple access could
be adaptive: upon congestions, the system can be switched to
TDMA or OFDMA; on the other hand, it can switch to the
contention based one. The switch can be either adaptive to

4Note that the transmission time 100ms may be too large for a modern
communication system. However, when there are a large number of smart
meters (e.g., thousands of meters), the average bandwidth that can be allocated
to each meter will not be large; hence, the transmission time may be larger
than many existing communication services.
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100ms, γ = 0.1 and K = 33.
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Fig. 11: Packet loss rates in different time periods when τ =
100ms, γ = 0 and K = 33.
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Fig. 12: Average delays in different time periods when τ =
70ms, γ = 0 and K = 33.

the current system situation or be predetermined using historic
data.

Note that we only considered the simplest model for these
multiple access schemes. We ignored many details, e.g., the
cyclic prefix in OFDMA and the possible time synchronization
error in TDMA. We will use more practical softwares like
Qualnet for obtaining more concrete simulation results with
the measurement data.

IV. SECURE MULTIPLE ACCESS SCHEME

In this section, we study the security issues of the proposed
CAT scheme for smart metering. Essentially, we consider the
PPA attack in which an eavesdropper determines whether the
household owner is at home or not. We will propose the
ASP scheme which can efficiently spoof the eavesdropper
and beat the counterstroke of K-S test by the attacker, as
will be demonstrated by numerical simulations. The arms race
between the attacker and smart meter is illustrated in Fig. 14.

Note that there have intensive studies on traffic analysis
attack [5] [21], into which the attack proposed in this paper
may be categorized. The insertion of dummy packets is also
widely used to mitigate the traffic analysis [1]. However, in
many of these studies, the attack and defense are focused
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Fig. 13: Packet loss rates in different time periods when τ =
70ms, γ = 0 and K = 33.
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Fig. 14: The arms race between the attacker and smart meter

on the correlation analysis in order to identify the source-
destination pairs, instead of the presence of certain entity.
Hence, the detailed algorithms in this paper are different
from the existing studies. It should also be noted that, if a
periodic transmission scheme is used, regardless of the power
consumption situation, there will be no security issues. To
combat the PPA attack, extra communication resources are
needed for the spoofing packets. However, compared with
the periodic transmission scheme, the communication of the
proposed scheme is still efficient, even though the overhead
of spoofing packets is added.

A. PPA Attack

In the PPA attack, an eavesdropper can monitor the radio
activity of a certain power consumer. It does not need to
decode and decypher the packets (we assume that the smart
meter has a perfect encryption mechanism); it simply needs
to count the number of packets within each time unit, e.g.,
by employing an energy detector. As we have explained,
when the power consumption activity is more intensive, the
power consumption change will also be increased, which
results in more packets due to the CAT policy of transmission.
Hence, the eavesdropper can easily determine the current
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Fig. 15: Comparison of power consumption between 02:00–
02:30 and 18:00–18:30

power consumption intensity. Then, for a typical period of
intensive power consumption such as dinner cooking time, if
the eavesdropper finds that the number of packets is signifi-
cantly lower than the normal level, it is highly possible that
the house owner is not at home. This is particularly a good
news to the community of thieves and thus brings significant
jeopardy to the power user.

Fig. 15 shows the comparison between the power consump-
tion changes in the midnight (which can be considered as the
time when the house owner is not at home) and those during
the cooking time. We observe a substantial difference, which
implies that the eavesdropper can detect the presence of the
owner with a high confidence.

B. ASP Defense

The philosophy of combating the PPA attack is: when the
owner is not at home, add spoofing packets to the transmission
when the power consumption is typically intensive. When the
house owner leaves the house, he/she can trigger the ASP de-
fense scheme, which will automatically generate more packets
during the cooking time even though there is actually no power
consumption change. This scheme can spoof the eavesdropper
at the cost of some bandwidth waste. An illustration of the
ASP scheme is illustrated in Fig. 16.

The key challenge of the ASP scheme is how to add the
spoofing packets. As will be seen below, we can have two
approaches for generating the spoofing packets, namely the
Poisson packet generation and history template (HT) based
generation. A memory, illustrated in Fig. 16, is used to store
the previous time pattern of data transmission during different
time periods. A sliding window could be used to discard the
old data and avoid the overflow of memory.

1) Poisson Generation of Spoofing Packets: As we have
mentioned, the arrivals of power consumption changes can
be approximated by a Poisson process. Hence, the memory
can store the average number of power consumption changes
within unit time in different time intervals. Then, when the
house owner leaves, the smart meter can generate the spoofing

memory
data 

transmission

Power consumption 

change

Is the owner at home?

Spoofing 

packet 

generator

packets

No

Fig. 16: An illustration of the ASP defense scheme

Procedure 1 Procedure of the ASP Defense Scheme
1: if The owner is at home then
2: Set the mode as ’at home’
3: else
4: Set the mode as ’on leave’
5: end if
6: for Each time slot do
7: if The mode is ’at home’ then
8: Transmit when a power consumption change arrives.
9: Store the arrival interval in the memory.

10: else
11: Use a random generator to generate spoofing packets or

use one HT stored in the memory.
12: Transmit if there is a power consumption change or there

is a spoofing packet.
13: end if
14: end for

packets using a Poisson process generator and the correspond-
ing arrival rates stored in the memory. An advantage of this
scheme is that only a small memory is needed to store the
average arrival rates.

2) HT based Generation of Spoofing Packets: Another
approach is to generate the spoofing packets according to the
history record in the memory. There are two approaches for
utilizing the history record: (a) repeat the same arrivals of
packets in the history; e.g., we can repeat the whole transmis-
sion history during a busy dinner time; (b) randomly generate
the spoofing packets according to the empirical distribution
of the time intervals between significant power consumption
changes. Hence, the previous observations are used as the HTs;
i.e., the time is divided into different time frames (e.g., 30
minutes) and the observation within each frame is one HT.
The advantage of this approach is that it does not rely on
the assumption of Poisson process of the power consumption
changes. However, it requires more memory since it needs to
record the history of power consumptions.

C. Countermeasures of Eavesdropper

When the smart meter uses spoofing packets, it is difficult
for the attacker to determine whether the house owner is at
home by simply counting the number of packets. However,
since the defense scheme of ASP is public and the attacker
knows how the spoofing packets are generated, it can detect
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whether the packets are triggered by real power consumption
changes, or are spoofing packets. Once the attacker finds that
packets actually contain many spoofing ones, it can determine
that the house owner is on leave and the smart meter is in the
’on leave’ mode. We discuss both cases in which the attacker
either knows the HT or not.

1) Case of Known HT: We first assume that the attacker
knows the set of HTs of the smart meter. For example, the
attacker can also store the radio activities in a memory. The
general procedure of detecting the spoofing packets is given
in Procedure 2.

• If the spoofing packets are generated as a Poisson process,
the attacker can detect the spoofing packets by checking
whether the packets follow a Poisson process. A K-S test
can be used for the detection by comparing the samples
with a Poisson distribution whose expectation can be
estimated from the samples. Actually, in this scenario,
the attacker does not need to have the HT since it only
needs to determine whether the spoofing packets satisfy
a Poisson process. However, the knowledge of HT helps
to determine the parameter of the Poisson process, thus
accelerating the detection.

• If the spoofing packets are generated by using HTs that
are also known to the attacker, the attacker can also
carry out the K-S test to judge whether the empirical
distribution of the packet arrival times is close to that of
one of the HTs.

Procedure 2 Procedure for Detecting Spoofing Packets with
Known HT

1: Collect different frames and compute the empirical distribution
of packet arrivals.

2: if The spoofing packets are generating with Poisson process
then

3: Estimate the expectation of the Poisson distribution.
4: Carry out the K-S test between the empirical distribution and

Poisson distribution.
5: else
6: Carry out the K-S test for the reference CDFs obtained from

HTs.
7: end if
8: if The error in the K-S is sufficiently small then
9: Claim that spoofing packets are detected.

10: end if

Three methods are applied for generating the empirical
distribution function (EDF) and reference CDFs in the K-S
test. The difference among these three methods is in the first
two steps about how to construct the EDF of observations and
reference CDFs of HTs in order to calculate the minimum
distance between thes EDF and all CDFs:

• For method 1, only data samples from one frame is used
to construct the EDF. The data source of each reference
CDF is from one HT.

• For method 2, the way to generate the reference CDF is
the same as method 1. However, the way to generate the
EDF and calculate the error in the K-S test is different
from method 1. The procedure is shown in Procedure
3. The idea of combining data samples from more than

one frames is to increase the detection rate when the HT
length is short.

• For method 3, the way to construct the EDF is the same
as that for method 2; for the reference CDFs, besides
the reference CDF that is obtained from one HT, more
reference CDFs are obtained based on the combination
of two HTs. The purpose of combining HTs to generate
new reference CDF is also to increase the detection rate.

Procedure 3 Procedure for Generating the EDF and Calculat-
ing The Metric in K-S Test for Method 2

1: for Each frame k do
2: Randomly select another frame m, then combine the data

samples from both frames k and m to generate the EDF Fk,m

3: Calculate the minimum distance Dk,m between Fk,m and all
the reference CDFs

4: end for
5: Then the metric of K-S test, Di, for frame k is the minimum of

Dk,m.

2) Case of Unknown HT: When the attacker does not have
the record of HTs (e.g., the attacker does not have a large
memory), it cannot use the K-S test since it does not have any
template distribution for the comparison. However, since the
number of HTs stored in the smart meter is limited, there
is a high probability that one HT is used to generate the
spoof packets for many times. In other words, the EDFs in
different time frames could be vary similar. This correlation
in EDFs can be used to detect whether the data in the time
frame is generated from real change of power consumption
or from the ASP defense scheme. The general procedure is
vary similar to that of the case of known HTs. The only
difference is that reference CDFs in the K-S test are generated
from online measurements (in the case of known HTs, the
reference CDFs are obtained from the historical records). The
detection procedure for method 1 with unknown HTs is given
in Procedure 4. We omit the counterparts for methods 2 and
3 due to the similarity and limited space.

Procedure 4 Procedure of Method 1 with Unknown HTs
1: Obtain the EDFs of Nf time frames
2: for each time frame i, i = 1, 2, · · · , Nf do
3: Carry out the K-S test by calculating the minimum distance

between the EDF of frame i and those of all other frames
4: Claim that spoofing packets are detected if the minimum

distance is less than a threshold.
5: end for

D. Numerical Results

Now we use numerical simulations to demonstrate the
defense and attack schemes proposed above. The measurement
data collected by the power clamp in 480 hours is used in the
simulation. We set the number of HTs to eight; i.e., there are
eight templates for the traffic pattern in busy times stored in
the memory. The total length of data obtained during the time
of busy power consumptions is 100 hours. The number of
emulated frames during the status of ’on leave’ is 500, over
which we obtain the performance of the attacker.
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Fig. 17: The ROC of different detection methods with known
HTs when the smart meter generates the spoofing packets
using Poisson process

Note that the main concern of the attacker is the false
alarm since a false alarm may cause significant damage to
the attacker. In this paper, we assume that a false alarm rate
of 0.05 is acceptable. Then, we need to check the detection
rate at this false alarm rate.

1) Known HTs: Figures 17 and 18 show the Receiver
Operating Characteristic (ROC) of different methods when the
spoofing packets generated from Poisson process and HTs,
respectively, when HTs are known by the attacker. Here the
false alarm rate means the probability that the attacker claims
that the owner is on leave while the owner is actually at home,
while the the detection rate is the probability that the attacker
successfully detects the on leave state of the owner. In both
figures, we observe that, the longer each frame is, the better
the detection performance is. This motivates the smart meter
to use reasonably short HTs for the generation of spoofing
packets. We also observe that method 3 achieves the best
performance among the three proposed methods of detection.
More importantly, the attacker can detect the ’on leave’ state
of the owner with a high detection probability when the smart
meter uses the generation of Poisson process. When the smart
meter uses the HT based generation of spoofing packet, the
detection performance of the attack becomes unreliable. Using
the criterion of false alarm rate equaling 0.05, the detection
rate in Fig. 17 (using Poisson process) is fairly high (more than
80%), which means that the detection performance is good for
the attacker; meanwhile, the detection rate in Fig. 18 (using
HT) is less than 0.5 for the worst case, which is not good for
the attacker.

2) Unknown HTs: Figures 19 and 20 show the ROCs of
different attack methods when the HTs are unknown to the
attacker. Compared with the cases when HTs are known, the
performance of the attacker is worse due to the unknown HTs.
However, when the Poisson distribution is used for generating
the spoofing packets, the attacker can still achieve a reasonable
performance. For example, when attack method 2 is used, the
attacker can achieve a detection rate of 80% at the cost of false
alarm rate 5%. When the empirical distributions obtained from
HTs are used to generate the spoofing packets, the performance
of the attacker is significantly decreased, or equivalently the
security of the power user is enhanced. Again, it is more
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Fig. 18: The ROC of different detection methods with known
HTs when the smart meter generates the spoofing packets
using HTs

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

False Alarm Rate

D
et

ec
tio

n 
R

at
e

 

 

Method 1; Frame length: 1 hour
Method 1; Frame length: 0.5 hour
Method 1; Frame length: 0.25 hour
Method 2; Frame length: 1 hour
Method 2; Frame length: 0.5 hour
Method 2; Frame length: 0.25 hour

Fig. 19: The ROC of different detection methods with un-
known HTs when the spoof packets are generated in a Poisson
manner.

desirable to use the HTs to generate the spoofing packets.
Again, using the criterion of false alarm rate equaling 0.05, the
detection rate is less than 0.1, which means that the detection
performance is bad.

V. CONCLUSIONS

In this paper, we have discussed the reliable and secure wire-
less communications for advanced metering infrastructure in
smart grid. We have carried out a measurement experiment for
household power consumption, based on which we have built
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Fig. 20: The ROC of different detection methods with un-
known HTs when the spoof packets are generated using HTs
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a mathematical model for the packet arrival process. Then, we
have studied various schemes of multiple access, particularly
the schemes of dedicated channels and random access. The
performance is analyzed both analytically and numerically. We
have also studied the security of the wireless communications,
mainly preventing attackers from analyzing the presence of
house owner by counting the number of packets. A scheme
of transmitting spoofing packets is proposed for mitigating
the attack, which has been demonstrated to be effective for
combating several types of countermeasures of the attack.

APPENDIX A
INTRODUCTION TO KOLMOGOROV-SMIRNOV TEST

K-S statistic is widely used in K-S test as a measure of
distance between two EDFs of samples or between the EDF
of sample and the CDF of distribution function.

The EDF Fj(x), j = 1, 2 for N i.i.d. observations Xj,i is
defined as

Fj(x) =
1

N

N∑
i=1

IXj,i≤x. (11)

Then, the K-S statistic for a given CDF E(x) of a distribution
and given EDF Fj(x) is

Dj = sup
x

|Fj(x)− E(x)|, (12)

where supx is the supremum of distance. The K-S statistic for
two EDF F1(x) and F2(x) is

DN = sup
x

|F1(x)− F2(x)|. (13)

The reason we use K-S statistic as a measure of distance
is due to the Glivenko-antelli theorem which shows that Dj

converges to 0 almost surely as N → ∞ if the samples Xj,i

comes from distribution E(x).
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