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Abstract—State estimation plays an important role in the
smart grid. Conventionally, noisy measurements are directly used
for state estimation. Today, in the context of the smart grid,
security becomes more important. False data or malicious data
could be injected to compromise the smart grid system. In this
paper, a measurement denoising module is proposed for denoising
measurements and filtering out random false or malicious data
ahead of state estimation. The measurement denoising module
can suppress not only noises, but also random false or malicious
data. Moreover, the emerging kernel adaptive filters are proposed
to be applied to measurement denoising. Simulation results
show that kernel adaptive filters perform better in denoising
measurements and filtering out random false or malicious data.

I. INTRODUCTION

The research on the smart grid has been emerging in recent

years [1], [2]. The smart grid breaks through the conventional

power grid by introducing state-of-the-art technologies from

information technology related disciplines, such as telecom-

munications engineering, signal processing, and computer

science.

The acquisition of the states of power systems is the

prerequisite of implementing the smart grid. Conventionally,

state estimation [3], [4] approaches have been employed to

compute the states of power systems using the measurements

of system variables and prior knowledge. State estimation is

usually accompanied with bad data detection [5], [6], [7],

which detects bad measurements and guarantees the reliability

of the estimated states. Recently, false data injection attacks

against the smart grid state estimation have been studied in [8],

[9], [10]. It is possible to inject false or malicious data to

the smart grid without being detected by bad data detection

approaches.

In this paper, a measurement denoising module is proposed

for denoising measurements and filtering out random false

or malicious data ahead of state estimation in the smart

grid. Particularly, kernel adaptive filters [11], [12], [13], [14]

are proposed to be employed in the measurement denoising

module for their improved performances. There are some

benefits on applying measurement denoising ahead of state

estimation. First, there is no need to estimate the parameters

of additive noises, since additive noises are suppressed by

the measurement denoising module, whereas in conventional

state estimation, accurate estimation of noises is required. Sec-

ond, by measurement denoising, both bad measurements and

random false or malicious data injections can be suppressed.

Thirdly, by putting the measurement denoising module ahead

of state estimation, input measurements for state estimation

can be viewed as “noiseless” measurements (filtered mea-

surements). Thus the approaches for state estimation can be

simplified.
The rest of this paper is organized as follows. Section II

proposes the measurement denoising using kernel adaptive

filters. Section III reports the numerical results. And Section

IV concludes this paper.

II. MEASUREMENT DENOISING USING KERNEL

ADAPTIVE FILTERS

A. The Proposed Measurement Denoising for the Smart Grid
In conventional power systems, measurements of system

variables are directly input to state estimation. Due to mea-

surement and telemetry noises, the measurements are usually

polluted by noises. Conventionally, the noisy measurements

are handled by state estimation approaches directly.
Based on the reasons discussed in Section I, we propose

to add a module for measurement denoising just ahead of

state estimation, as shown in Fig. 1. Moreover, adaptive filters

are proposed to be employed in measurement denoising. In

this case, adaptive filters can work in prediction mode to

suppress noises. Even if the noisy measurements are injected

with random false or malicious data, the proposed measure-

ment denoising module can still be used to suppress those

anomalies.

B. Adaptive Filters for the Proposed Measurement Denoising
Adaptive filters can adjust their coefficients dynamically

to adapt to the signal statistics according to optimization

algorithms [15]. Consider an adaptive filter with M adjustable

coefficients in the proposed measurement denoising module

y(n) = h(n)Tx(n) (1)

where x(n) = [x(n − D), x(n − D − 1), . . . , x(n −
D − M + 1)]T is the input signal vector, h(n) =
[h0(n), h1(n), . . . , hM−1(n)]

T is the filter coefficient vector,

y(n) denotes the output of the filter, and D is the prediction

delay (D ≥ 1).
Then the error sequence e(n) can be formed as below

e(n) = x(n)− y(n) (2)
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Fig. 1. Proposed measurement denoising for the smart grid.

and it can be used in optimization algorithms for updating the

filter coefficients.
The least mean squares (LMS) algorithm and the recursive

least squares (RLS) algorithm are common adaptive filtering

algorithms. They can be employed in the proposed measure-

ment denoising. Algorithm 1 and Algorithm 2 summarizes the

LMS algorithm and the RLS algorithm, respectively.

Algorithm 1 The LMS algorithm for the proposed measure-

ment denoising

h(0) = 0
n = 1
while x(n) is available do

y(n) = h(n− 1)Tx(n)
e(n) = x(n)− y(n)
h(n) = h(n− 1) + ηe(n)x(n)
n = n+ 1

end while

In Algorithm 1, x is the input, y is the output, and η is the

learning rate.

Algorithm 2 The RLS algorithm for the proposed measure-

ment denoising

h(0) = 0
Q(0) = λ−1I
n = 1
while x(n) is available do

r(n) = 1 + β−1x(n)TQ(n− 1)x(n)
g(n) = β−1Q(n− 1)x(n)/r(n)
y(n) = h(n− 1)Tx(n)
e(n) = x(n)− y(n)
h(n) = h(n− 1) + g(n)e(n)
Q(n) = β−1Q(n− 1)− g(n)g(n)T r(n)
n = n+ 1

end while

In Algorithm 2, I is the identity matrix, λ is the regulariza-

tion parameter, and β is the forgetting factor. As always, x is

the input and y is the output.

C. Kernel Adaptive Filters for the Proposed Measurement
Denoising

Kernel adaptive filters, the adaptive filters in kernel spaces

with improved performance, have been put forward in recent

years. Based on [11], [12], [13], [14], the kernel versions of

the LMS and the RLS are given as below.

In kernel LMS, y(n) is estimated by

y(n) = η

n−1∑
i=1

e(i)κ(x(n),x(i)) (3)

where η is the learning rate, and κ(u,v) is the kernel function.

For example, the Gaussian kernel is defined as

κ(u,v) = e−a‖u−v‖2

(4)

The kernel LMS algorithm for the proposed measurement

denoising is summarized in Algorithm 3.

Algorithm 3 The kernel LMS algorithm for the proposed

measurement denoising

e(0) = x(0)
n = 1
while x(n) is available do

y(n) = η
n−1∑
i=1

e(i)κ(x(n),x(i))

e(n) = x(n)− y(n)
n = n+ 1

end while

Algorithm 4 The kernel RLS algorithm for the proposed

measurement denoising

Q(0) = (λβ + κ(x(0),x(0)))−1

z(0) = Q(0)x(0)
n = 1
while x(n) is available do

h(n) = [κ(x(n),x(0)), . . . , κ(x(n),x(n− 1))]T

w(n) = Q(n− 1)h(n)
r(n) = λβn + κ(x(n),x(0))−w(n)Th(n)
P(n) = Q(n− 1)r(n) +w(n)w(n)T

Q(n) = r(n)−1

[
P(n) −w(n)

−w(n)T 1

]

y(n) = h(n)T z(n− 1)
e(n) = x(n)− y(n)

z(n) =

[
z(n− 1)−w(n)r(n)−1e(n)

r(n)−1e(n)

]

n = n+ 1
end while
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Fig. 2. The IEEE 14-bus test system in PSAT.

Algorithm 4 summarizes the kernel RLS algorithm for the

proposed measurement denoising. As defined in the RLS

algorithm, λ is the regularization parameter, and β is the

forgetting factor.

III. NUMERICAL RESULTS

In order to examine the performance of measurement de-

noising using kernel adaptive filters in the smart grid, simula-

tions are performed in this section. The data set employed

in the simulations includes the curve of the rotor speed

of a generator, which is generated using the power system

analysis toolbox (PSAT) 2.1.6 [16]. The IEEE 14-bus test

system is employed. The model used in PSAT is called

“d 014 dyn l10 mdl”, which is shown in Fig. 2. The gen-

erated curve “omega syn 1” is employed in this simulation.

Three test cases are created: measurements with noises

(noisy measurements), measurements with random false data

injections, and measurements with both noises and random

false data injections. The added measurement noise is additive

Gaussian noise and the random false data are manually added.

Four adaptive filters, i.e., LMS, kernel LMS, RLS, and

kernel RLS are applied to measurement denoising in the above

three test cases. The parameters for the adaptive filters are

listed as below:

• Number of taps: M = 10
• Decorrelation delay: D = 1
• Learning rate for LMS and kernel LMS: η = 0.05
• Kernel: Gaussian kernel with a = 0.1
• Forgetting factor for RLS and kernel RLS: β = 1
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Fig. 3. Rotor speeds and the noisy measurements of the rotor speeds (case
1).
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Fig. 4. Denoised measurements using LMS and kernel LMS (case 1).

• Regularization parameter for RLS and kernel RLS: λ =
0.0001

Note that this set of parameters is just chosen for this simula-

tion. Other sets of parameters may also work and even better.

How to choose those parameters is out of the scope of this

paper.

The inputs and outputs of the adaptive filters are shown in

the following figures.

a) Case 1 - Measurements with noises: In this test case,

only Gaussian noise is added to the rotor speeds. Fig. 3 shows

the rotor speeds and the noisy measurements of the rotor

speeds. Fig. 4 and Fig 5 shows the denoised measurements

using LMS, kernel LMS, RLS, and kernel RLS, respectively.

b) Case 2 - Measurements with random false data injec-
tions: In this test case, only random false data are injected

to the rotor speeds. Fig. 6 shows the rotor speeds and the

measurements with random false data injections. Fig. 7 and

Fig 8 shows the denoised measurements using LMS, kernel

LMS, RLS, and kernel RLS, respectively.
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Fig. 5. Denoised measurements using RLS and kernel RLS (case 1).
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Fig. 6. Rotor speeds and the measurements with random false data injections
(case 2).
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Fig. 7. Denoised measurements using LMS and kernel LMS (case 2).
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Fig. 8. Denoised measurements using RLS and kernel RLS (case 2).
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Fig. 9. Rotor speeds and the measurements with both noises and random
false data injections (case 3).
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Fig. 10. Denoised measurements using LMS and kernel LMS (case 3).
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Fig. 11. Denoised measurements using RLS and kernel RLS (case 3).

c) Case 3 - Measurements with both noises and random
false data injections: In this test case, both Gaussian noises

and random false data are added to the rotor speeds. Fig. 9

shows the rotor speeds and the measurements with both noises

and random false data injections. Fig. 10 and Fig 11 shows

the denoised measurements using LMS, kernel LMS, RLS,

and kernel RLS, respectively.

From the above figures, it can be observed that kernel LMS

has a better performance than LMS in terms of measurement

denoising, although it does not converge as fast as LMS.

Kernel RLS has almost the same convergence speed as RLS.

The performance of kernel RLS in terms of measurement

denoising is slightly better. To sum up, kernel adaptive filters

are more suitable for the proposed measurement denoising.

IV. CONCLUSION

Measurement denoising has been proposed for the smart

grid. As an improved version of adaptive filter, kernel adaptive

filter has been proposed for measurement denoising. Moreover,

it has been shown that kernel adaptive filters indeed have

advantages in measurement denoising.

More algorithms for the smart grid need to be explored in

the future.
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