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Compressed Meter Reading for Delay-sensitive and
Secure Load Report in Smart Grid

Husheng Li, Rukun Mao, Lifeng Lai and Robert. C. Qiu

Abstract— It is a key task in smart grid to send the readings
of smart meters to an access point (AP) in a wireless manner.
The requirements of scalability, realtimeness and security make
the wireless meter reading highly challenging. On assuming
that the number of smart meters is large and the data burst
is sparse, i.e., only a small fraction of the smart meters are
reporting their power loads at the same time, the technique of
compressed sensing is applied for the wireless meter reading. The
distinguishing feature of the compressed meter reading is that
the active smart meters are allowed to transmit simultaneously
and the AP is able to distinguish the reports from different
smart meters. The data sparsity solves the problem of scalability.
The simultaneous access results in uniform delays, in contrast
to the possible large delay in carrier sensing multiple access
(CSMA) technique. The random sequence used in the compressed
sensing enhances the privacy and integrity of the meter reading.
The validity of the proposed scheme is then demonstrated by
numerical simulations.

I. INTRODUCTION

In recent years, the technology of smart grid has attracted
significant studies in both communities of power and commu-
nications. With the aid of modern communication technolo-
gies, smart grid can substantially improve the robustness and
efficiency of modern power grid, thus effectively combating
the energy crisis that the world is facing.

There are many aspects of studies in smart grid. One im-
portant task is the reading of smart meters, which collects the
current load of smart meters installed at each home and then
forwards the readings to the control office of power market,
as illustrated in Fig. 1. This task is of key importance for
collecting the realtime information of power load and making
power price for the load-generation balance. The information
collection can be accomplished by equipping each smart meter
with a wireless transmitter and using an access point (AP)
to receive the wireless signals sent from the smart meters.
Assume that one AP is installed for each subdivision for the
meter reading. Then, it is very similar to a cell of a cellular
communication system.

However, the task of meter reading in smart grid is more
challenging than cellular systems due to the following reasons:

• Scalability: Due to the possible large number of homes in
a subdivision, an AP should be able to handle hundreds
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Fig. 1: An illustration of the multiple access of smart meters.

of smart meters, which is larger than the typical numbers
of registered users in a cell.

• Realtime requirement: Due to the highly dynamic nature
of power systems, the load report must be realtime
such that the load information can be updated in the
power market timely. Therefore, the load report is delay-
sensitive; a large delay of report may cause unstability of
the smart grid.

• Security requirement: The privacy and integrity of each
load report should be perfectly protected, i.e., the load
report should not be stolen or revised by a third party.

In this paper, we address the above three challenges for
meter reading in smart grid. We propose to apply the technique
of compressed sensing, which attracted substantial studies
in the community of signal processing in recent years, to
handle this problem. Essentially, compressed sensing means
reconstructing a sparse vector from a lower dimensional lin-
ear transformation of itself. There ‘sparse’ means that most
elements in the vector are zero or very close to zero. To
the authors’ best knowledge, there has not been any work on
applying the technique of compressed sensing in smart grid.
The technique of compressed sensing applies in the task of
meter reading due to the following reasons:

• Sparsity of data: We assume that each smart meter sends
out report only when there is a significant change in the
power load. Usually, the power consumption does not
change rapidly in the order of milliseconds. Therefore,
only a small fraction of the meters send reports at the
same time, although the total number of smart meters is
large. This results in the sparsity of data burst and makes
compressed sensing feasible.

• Identical delay: A conventional approach to handle the
multiple access is carrier sense multiple access (CSMA)
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which uses random backoff to alleviate possible colli-
sions. However, the random backoff may incur significant
delay, which is undesirable in smart grid. Since the
load reports are decoded simultaneously in compressed
sensing, the delay will be identical for the reports.

• Security from random sequence: When report the load,
each smart meter uses a random sequence, which is also
known at the AP, to spread the signal to a vector for
compressed sensing. If the random sequence is unknown
to an attacker (suppose it is generated from a key and the
key distribution is perfect), randomness of the sequence
can prevent the attacker from eavesdropping or modifying
the load report.

The advantage of the proposed compressed sensing based
scheme over traditional techniques of multiple access will also
be discussed in this paper.

The remainder of this paper is organized as follows. The
system model is given in Section II. The mechanism of
compressed meter reading is discussed in Section III while
the corresponding performance is analyzed in Section IV.
Numerical results and conclusions are provided in Sections
V and VI, respectively.

II. SYSTEM MODEL

We assume that there are N smart meters in a subdivision,
which is governed by an AP. The timing structure of the
communication protocol is shown in Fig. 2. The time is
divided into frames. Within each frame, there are periods
for data communications, time synchronization and channel
estimation. The following assumptions are used for the time
synchronization and channel estimation.

• Time synchronization: We assume that the timing of
different smart meters is perfectly synchronized. This can
be achieved by sending out pilot signal from the AP
during the period of time synchronization. If all smart
meters are equipped with GPS, then the period of time
synchronization can be removed.

• Channel estimation: We assume that the AP knows the
channel parameters (e.g. channel gain) for every smart
meter perfectly. This can be achieved by allowing the
smart meters to transmit pilots during the period of
channel estimation. Since all smart meters are fixed,
the channels change very slowly. Therefore, the channel
estimation can be very precise. For simplicity, we assume
that the channel parameters do not change with time.

The period of communication is divided into many time slots.
During each time slot, each smart meter can send out one
symbol. Suppose that smart meters i1, ..., in are active during
time slot t, then the received signal at the AP is given by

r(t) =

n∑
k=1

hiksik(t)xik(t) + w, (1)

where gi is the channel amplitude gain of smart meter i, si(t)
is the spread code of smart meter i, which is known to both
the smart meter and AP (the details will be explained later),
xi(t) is the symbol that smart meter i wants to convey to the
AP and w is noise incurred by thermal noise or quantization
error.

Data Communication T.S. C.E.

Frame 1

Data Communication T.S. C.E. �

T.S.: time synchronization

C.E.: channel estimation

Burst 1 Burst 2 Burst 3

Time slot

Frame 2

Fig. 2: Timing structure of the proposed scheme for meter
reading.

III. COMPRESSED METER READING

In this section, we propose a novel scheme for collecting
the readings of smart meters. The key idea is to let the
smart meters transmit their reports simultaneously and then
recover the reports from the mixed signals. This philosophy is
completely different from the multiple access schemes based
on collision avoidance, e.g., CSMA and time division multiple
access (TDMA), and is similar to code division multiple access
(CDMA). The comparison with the traditional schemes of
multiple access will also be discussed in this section.

A. Algorithm

Suppose that at the beginning of a communication period,
K smart meters with indices i1, ..., iK need to transmit. We
assume that K ≪ N , i.e., the data burst is sparse. Then, the
AP allows the K smart meters to transmit simultaneously until
the reports of the smart meters are recovered by the AP. We
call the period from the beginning of transmission to the end
a burst, as illustrated in Fig. 2. During one burst, new smart
meters having data to transmit have to wait until the end of
the burst. When the previous burst ends, a new burst begins if
there exist smart meters waiting for transmit, or system stays
idle if there is no active smart meter.

Now, we consider the first burst. Suppose that the burst
lasts for T time slots (T is random variable, depending on the
data, spreading codes, noise and stopping rule). At time slot
t, t = 1, ..., T , smart meter ij transmits sij (t)xij if its data is
xij . Note that sij is pseudo-random number, which is called
spreading code and is known to both the smart meter and AP
(we assume that the spreading code can be generated from a
key which has been distributed to all smart meters before the
operation). Then, the received signal during the T time slots,
considered as a T -vector, is given by

r = SHx+w, (2)

where

r = (r(1), r(2), ..., r(T ))
T
, (3)

and

x = (xi1 , xi2 , ..., xiK )
T
, (4)

and

w = (wi1 , wi2 , ..., wiK )
T
, (5)
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and

H = diag (hi1 , hi2 , ..., hiK ) , (6)

and

Smn = sin(m). (7)

Defining Φ = SH, we have

r = Φx+ n. (8)

Then, the task is how to recover x from the received r and
known Φ. In this paper, we assume that the noise is bounded,
i.e., |w| < ϵ. This is reasonable if the noise is dominated by
quantization errors. When the noise is dominated by thermal
noise, which could be unbounded, e.g., Gaussian noise, we
can apply Bayesian compressed sensing, which is beyond the
scope of this paper. Based on the assumption of bounded noise,
we apply the algorithm of Basis Pursuit (BP) by solving the
following optimization problem:

min
x

∥x∥1
s.t.∥r−Φx∥2 < δ, (9)

where δ is a predetermined threshold. This optimization prob-
lem can be efficiently solved using linear programming.

Another problem is when to stop the current burst. The
principle is that the AP should stop the current burst when it
feels that the original reports have been well recovered from
the received signal. For noiseless case, the procedure can be
stopped when the reconstruction results of two consecutive
time slots are identical [11]. For noisy channel case, there is
no general rule. In this paper, we adopt a heuristic approach,
i.e., the burst is stopped if the reconstruction results of two
consecutive time slots are sufficiently close. When the burst
stops, the AP can broadcast a simple signal to inform the
current smart meters to stop transmitting and the new smart
meters to prepare the transmission in the next burst. If there
is no active smart meter, the AP stays idle until the period of
time synchronization begins or a smart meter informs the AP
about its request to transmit (the details of the signaling of
transmission request is ignored).

The algorithm is summarized in the following procedure.

Procedure 1 Procedure of Compressed Meter Reading
1: for Each time slot do
2: Check if there is any smart meter requesting to transmit. If

yes, begin a new burst
3: end for
4: for Each time slot before the burst is stopped do
5: Let all valid smart meters to transmit.
6: Reconstructing the original reports from the received signal

using the BP algorithm.
7: if The reconstruction results of two successive time slots are

sufficient close then
8: End the current burst.
9: end if

10: end for

B. Advantages

Below, we compare the proposed scheme with the following
traditional schemes of multiple access:

• CSMA: In CSMA, the collision is avoided via the random
backoff. Therefore, the delay in CSMA is random and
could be large, which is not suitable for the meter reading
with high requirement of delay. CSMA is also easy to be
attacked, e.g. inserting a false report.

• TDMA: In TDMA, each smart meter is assigned a time
slot to avoid the collision. Although the delay of each
smart meter is fixed, the delay could be large if the
assigned time slot is still far away when the smart meter
needs to transmit. Moreover, it is difficult to assign the
time slots due to the large number of smart meters since
it is unable to utilize the sparsity of data. It is also
vulnerable to attacks.

• CDMA: The proposed approach is similar to CDMA
(actually, it is also motivated by the similarity between
CDMA and compressed sensing). The difference is that
CDMA assumes that all users are active and does not
consider the sparsity of data. Therefore, the propose
scheme is more efficient since it leverages the power of
compressed sensing.

IV. PERFORMANCE ANALYSIS

In this section, we analyze the performance of the proposed
scheme of meter reading. First, we prove that the reconstruc-
tion is stable subject to the perturbation from noise.

A. Reliability

Similar to [10], we define the coherence for matrix Φ as

M(Φ) , max
i,j

ϕT
i ϕj

∥ϕi∥2∥ϕj∥2
, (10)

which measures the linear dependency of columns in Φ. We
assume that the channel gains are lower and upper bounded,
i.e.,

|hmin|2 ≤ h2
i ≤ |hmax|2 ,∀i = 1, ..., N, (11)

and we define f =
h2
min

h2
max

.
Based on the definition of coherence, we have the following

proposition. The proof is given in Appendix I.
Proposition 1: When the sparsity of data burst satisfies

∥x∥0 ≤ 1

4

(
f

M
+ 1

)
, (12)

we have

∥x̂δ,ϵ − x∥2 ≤ 1

γmax(f −M(4N − 1))
, (13)

where x̂δ,ϵ is the recovered signal obtained and

γmax , h2
max

(ϵ+ δ)2
.
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Fig. 3: Mean value and standard variance of delays

B. Security

It is difficult to analyze the security in a quantized manner.
Therefore, we discuss it qualitatively.

• Privacy: Similarly to CDMA, the security of the proposed
scheme of meter reading lies in the pseudo-random
spreading codes. When an eavesdropper does not know
the spreading codes (thus it does not know the compres-
sion matrix Φ), it is unable to reconstruct the original
reports. Even if the eavesdropper obtains the spreading
codes by hacking into the key distribution, it does not
know the channel gains from the smart meters to the AP
unless its antenna is located at the same place of the
antenna of the AP. Then, the eavesdropper still does not
know Φ and is unable to reconstruct the readings of smart
meters. Therefore, the privacy of the meter reading can be
kept unless the eavesdropper can completely compromise
the AP.

• Integrity: When an attacker wants to change the value of
a report from a smart meter, it must know that the smart
meter is transmitting and must know the corresponding
column in the compression matrix Φ. As we have dis-
cussed, this information is unknown to the attacker unless
it can completely compromise the AP.

V. NUMERICAL SIMULATION

VI. CONCLUSIONS

APPENDIX I
PROOF OF PROP. 1

Proof: The proof is the same as that of Theorem 3.1 in
[10] before the optimization problem (3.9) in [10]. We define
G = ΦTΦ. The constraint ∥Φw∥22 ≤ ∆2, where ∆ , δ + ϵ,
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implies

1

γmax
=

∆2

h2
max

≥ wTGw

h2
max

= ∥w∥22 −wT

(
1

h2
max

G− I

)
w

≥ ∥w∥22 − |w|T
∣∣∣∣ 1

h2
max

G− I

∣∣∣∣ |w|

≥ ∥w∥22 −M |w|T |1− I| |w|
− |w|T (1− f)I |w|
= (M + f) ∥w∥22 −M ∥w∥21 . (14)

The following argument remains the same as that in [10].
Then, the condition (3.17) in [10] becomes

(f +M)V −MµV ≤ 1

γmax
. (15)

This concludes the proof.
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